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EXECUTIVE SUMMARY 129 

This document describes Version 1.1 of the public sector profile of the Pan-Canadian 130 
Trust Framework (PCTF). The document is structured as follows: 131 

 Section 1 describes the purpose and audience of the document;  132 

 Section 2 describes the main elements of the PCTF; and  133 

 Sections 3 through 9 provide various appendices that cover terms and 134 
definitions, discussions on selected topics related to the PCTF, a list of issues that 135 
will be resolved in future versions of the document, and a bibliography. 136 

The Pan-Canadian Trust Framework will facilitate the transition to a digital ecosystem 137 
for citizens and residents of Canada. A Canadian digital ecosystem will increase 138 
efficiency and secure interoperability between existing business processes, such as open 139 
banking, business licencing, and public sector service delivery.  140 

The PCTF is simple and integrative; technology-agnostic; complementary to existing 141 
frameworks; clearly linked to policy, regulation, and legislation; and is designed to apply 142 
relevant standards to key processes and capabilities. 143 

The PCTF facilitates a common approach between all levels of government and the 144 
private sector thereby serving the needs of the various communities who need to trust 145 
digital identities. The PCTF is defined in a way that encourages innovation and the 146 
evolution of the digital ecosystem. The PCTF allows for the interoperability of different 147 
platforms, services, architectures, and technologies.  148 

The PCTF defines two types of digital representations that are essential for the 149 
development of the digital ecosystem: 150 

1. Digital identities of entities such as persons, organizations, and devices; and 151 

2. Digital relationships between entities.  152 

The PCTF supports the acceptance of digital identities and digital relationships by 153 
defining a set of discrete process patterns, known as atomic processes. These atomic 154 
processes can be mapped to existing business processes, independently assessed using 155 
conformance criteria1, and certified to be trusted and interoperable within the digital 156 
ecosystem. 157 

 158 

  159 

                                                      

1 The conformance criteria are maintained in a separate document. 
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1 INTRODUCTION 165 

The purpose of this document is to describe the public sector profile of the Pan-166 
Canadian Trust Framework (PCTF)2.  167 

The audience for this document includes: 168 

 Business owners and program managers – to enable digital identity solutions 169 
in order to achieve business objectives or program outcomes; 170 

 Regulatory and oversight bodies – to understand the implications on their 171 
role in the digital ecosystem; and 172 

 Digital identity technology and service providers – to understand where they 173 
fit in the digital ecosystem and to help define requirements for their 174 
products and services. 175 

Definitions of various terms used in this document can be found in Appendix A: Terms 176 
and Definitions.  177 

 178 
  179 

                                                      

2 Development of the public sector profile of the Pan-Canadian Trust Framework is a collaborative effort 
led by the Joint Councils of Canada, a forum consisting of the Public Sector Chief Information Officer 
Council (PSCIOC) and the Public Sector Service Delivery Council (PSSDC). This document has been 
developed by the Public Sector Profile PCTF Working Group (PSP PCTF WG) for the purposes of discussion 
and consultation, and its contents have not yet been endorsed by the Joint Councils. This material is 
published under the Open Government License – Canada which can be found at: 
https://open.canada.ca/en/open-government-licence-canada. 

https://open.canada.ca/en/open-government-licence-canada
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2 THE PAN-CANADIAN TRUST FRAMEWORK 182 

2.1 Overview 183 

2.1.1 Background 184 

The identity management ecosystem in Canada is comprised of multiple identity 185 
providers relying on authoritative source registries that span provincial/territorial and 186 
federal jurisdictions. Consequently, the Canadian ecosystem employs a federated 187 
identity model.  188 

The Pan-Canadian Trust Framework (PCTF) is an outcome of the Pan-Canadian approach 189 
for federating identities which is an agreement on the principles and standards to be 190 
used when developing identity solutions.3 This approach, embodied in the PCTF, is 191 
intended to facilitate the transition to a digital ecosystem which will enable 192 
transformative digital service delivery solutions for citizens and residents of Canada.  193 

2.1.2 What is the PCTF? 194 

The PCTF is a model that consists of a set of agreed-on concepts, definitions, processes, 195 
conformance criteria, and an assessment approach. It is not a “standard” as such, but is, 196 
instead, a framework that relates and applies existing standards, policies, guidelines, 197 
and practices, and where such standards and policies do not exist, specifies additional 198 
criteria. The role of the PCTF is to complement existing standards and policies such as 199 
those concerned with security, privacy, and service delivery. 200 

The PCTF facilitates a common approach between the public sector and the private 201 
sector. Use of the PCTF ensures alignment, interoperability, and confidence of digital 202 
identity solutions that are intended to work across organizational, sectoral, and 203 
jurisdictional boundaries. In addition, the PCTF supplements existing legislation, 204 
regulations, and policies.  205 

The PCTF supports the acceptance and mutual recognition of: 206 

 Digital identities of entities such as persons and organizations; and 207 

 Digital relationships between entities. 208 

The PCTF defines a set of discrete process patterns (called atomic processes) that can be 209 
mapped to business processes. This mapping makes possible a structured assessment 210 
and evaluation of a digital identity solution and identifies any dependencies on external 211 
organizations and providers. 212 

                                                      

3 See: Guideline on Identity Assurance [TBS d., 2017]. 
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The PCTF is technology-agnostic and is defined in a way that encourages innovation and 213 
participation in the digital ecosystem. It allows for the interoperability of different 214 
platforms, services, architectures, and technologies. Furthermore, the PCTF is designed 215 
to take into consideration international digital identity frameworks, such as:  216 

 The Electronic Identification, Authentication, and Trust Services (eIDAS);  217 

 The Financial Action Task Force (FATF); and  218 

 The United Nations Commission on International Trade Law (UNCITRAL). 219 

Finally, it should be noted that the Public Sector Profile of the PCTF, in itself, is not a 220 
governance framework. Instead, it is a tool to help assess a digital identity program or service.  221 

2.1.3 Scope of the PCTF 222 

Currently, the scope of the Pan-Canadian Trust Framework is: 223 

 Persons in Canada: all citizens and residents of Canada (including deceased 224 
persons) for whom an identity has been established in Canada; 225 

 Organizations in Canada: all organizations registered in Canada (including 226 
inactive organizations) for which an identity has been established in Canada; 227 
and 228 

 Relationships in Canada: of persons to persons, organizations to 229 
organizations, and persons to organizations. 230 

 231 

 232 

  233 
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2.2 The PCTF Model 234 

The PCTF Model, as shown in Figure 1, is a high-level overview of the PCTF in diagram 235 
form.  236 

 237 

 238 

 239 

Figure 1: The Pan-Canadian Trust Framework Model 240 

 241 

The PCTF model consists of four main components:  242 

1. A Normative Core component that encapsulates the key concepts of the 243 
PCTF; 244 

2. A Mutual Recognition component that outlines the current methodology 245 
that is used to assess and certify actors in the digital ecosystem; 246 

3. A Supporting Infrastructure component that describes the set of operational 247 
and technical policies, rules, and standards that serve as the primary 248 
enablers of a digital ecosystem; and 249 

4. A Digital Ecosystem Roles and Information Flows component that defines 250 
the roles and information flows within the digital ecosystem. 251 
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All items in the "Normative Core" component are prescriptive. The section on the 252 
"Mutual Recognition" component describes a recommended methodology but it is not 253 
mandatory that the methodology be followed. The sections on the “Supporting 254 
Infrastructure” and "Digital Ecosystem Roles and Information Flows" components are 255 
descriptive only and not prescriptive.  256 

The four components of the PCTF are described in more detail in the subsequent four 257 
sections of this document (Sections 2.3 to 2.6 inclusive). 258 

 259 

  260 
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2.3 Normative Core 261 

2.3.1 Identity Domains 262 

The PCTF draws a clear distinction between foundational identity and contextual 263 
identity: 264 

 A Foundational Identity is an identity that has been established or changed 265 
as a result of a foundational event (e.g., birth, person legal name change, 266 
immigration, legal residency, naturalized citizenship, death, organization 267 
legal name registration, organization legal name change, or bankruptcy). 268 

 A Contextual Identity is an identity that is used for a specific purpose within 269 
a specific identity context4 (e.g., banking, business permits, health services, 270 
drivers licensing, or social media). Depending on the identity context, a 271 
contextual identity may be tied to a foundational identity (e.g., a drivers 272 
licence) or may not be tied to a foundational identity (e.g., a social media 273 
profile).  274 

The establishment and maintenance of foundational identities is the exclusive domain 275 
of the public sector; specifically: 276 

 The Vital Statistics Organizations (VSOs) of the Provinces and Territories;  277 

 The Business Registries of the Provinces and Territories;  278 

 Immigration, Refugees, and Citizenship Canada (IRCC); and 279 

 The Federal Corporate Registry of Corporations Canada. 280 

The establishment and maintenance of contextual identities is the domain of both the 281 
public and private sectors. 282 

2.3.2 Digital Representations 283 

A digital representation is an electronic representation of an entity or an electronic 284 
representation of the relationship between two entities. Digital representations are 285 
intended to model real-world actors, such as persons, organizations, and devices.  286 

  287 

                                                      

4 In delivering their programs and services, program/service providers operate within a certain 
environment or set of circumstances, which in the domain of identity management is referred to as the 
identity context. Identity context is determined by factors such as mandate, target population (i.e., 
clients, customer base), and other responsibilities prescribed by legislation or agreements. For more 
information on identity and identity management concepts, see Appendix B. 
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Currently, the PCTF recognizes two types of digital representations:  288 

 Digital Identity: An electronic representation of an entity, used exclusively 289 
by that same entity, to access valued services and to carry out transactions 290 
with trust and confidence. 291 

 Digital Relationship: An electronic representation of the relationship of one 292 
entity to another entity. 293 

A digital representation is the final output of a set of processes and therefore can be 294 
conceptualized as a set of state transitions (see Section 2.3.3).  295 

As the PCTF evolves these digital representations will be extended to include other 296 
types of entities such as digital assets and smart contracts. It is also anticipated that in 297 
the future the PCTF will be used to facilitate the mutual recognition of digital 298 
representations between countries.   299 

2.3.3 Atomic and Compound Processes 300 

The PCTF defines a set of atomic processes that can be separately assessed and certified 301 
to interoperate with one another in a digital ecosystem. An atomic process is a set of 302 
logically related activities that results in a state transition5. The PCTF recognizes that in 303 
practice a business process is often a collection of atomic processes that results in a set 304 
of state transitions. These collections of atomic processes are referred to as compound 305 
processes.  306 

All of the atomic processes have been defined in a way that they can be implemented as 307 
modular services and be separately assessed for certification. Once an atomic process 308 
has been certified, it can be relied on or “trusted” and integrated into other digital 309 
ecosystem platforms. This digital ecosystem is intended to interoperate seamlessly 310 
across different organizations, sectors, and jurisdictions, and to be interoperable with 311 
other trust frameworks. 312 

It should be noted that two atomic processes -- Identity Information Determination and 313 
Identity Evidence Determination – are carried out only once for a program/service. 314 

2.3.3.1 Atomic Processes 315 

An atomic process is a set of logically related activities that results in the state transition 316 
of an object. The object’s output state can be relied on by other atomic processes. 317 
Figure 2 illustrates the atomic process model. 318 

 319 

                                                      

5 A state transition is the transformation of an object input state to an output state. 
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 320 

 321 

Figure 2: Atomic Process Model 322 

 323 

Atomic processes are crucial building blocks to ensuring the overall integrity of the 324 
digital identity supply chain and therefore, the integrity of digital services. The integrity 325 
of an atomic process is paramount because the output of an atomic process is relied 326 
upon by many participants – across jurisdictional and public and private sector 327 
boundaries, and over the short term and the long term. The PCTF ensures the integrity 328 
of an atomic process through agreed upon and well-defined conformance criteria that 329 
support an impartial, transparent, and evidence-based assessment and certification 330 
process. 331 

The conformance criteria associated with an atomic process specify what is required to 332 
transform an object’s input state into an output state. The conformance criteria ensure 333 
that the atomic process is carried out with integrity. For example, an atomic process 334 
may involve assigning an identifier to a person or organization. The conformance criteria 335 
may specify that any party responsible for carrying out the atomic process must ensure 336 
that the identifier assigned to the person or organization is unique for a specified 337 
population. 338 

The atomic processes are detailed in Section 2.7.    339 

  340 
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Figure 3 illustrates some model diagrams of three atomic processes. 341 

 342 

 343 

 344 

Figure 3: Examples of Atomic Processes (Modeled) 345 

 346 

2.3.3.2 Compound Processes 347 

The primary function of the PCTF is to assess and certify existing business processes. 348 
When analyzed, these business processes are often composed of several atomic 349 
processes. A set of atomic processes grouped together form a compound process that 350 
results in a set of state transitions. It may also be the case that a compound process is 351 
composed of a set of other compound processes which in turn can be decomposed into 352 
a set of atomic processes.  353 

For example, a business process that one party refers to as Identity Confirmation may in 354 
fact turn out to be a compound process consisting of 5 atomic processes as shown in 355 
Figure 4.  356 

 357 
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 358 

 359 

Figure 4: Example of a Compound Process (Modeled) 360 

 361 

Note: Any ordering of the atomic processes should not be inferred from the diagram.  362 

2.3.4 Dependencies 363 

The PCTF model recognizes two types of dependencies. The first type is those 364 
dependencies that exist between atomic processes. Although each atomic process is 365 
functionally discrete, to produce an acceptable output an atomic process may require 366 
the successful prior execution of another atomic process. For example, although Identity 367 
Establishment of a person or organization can be performed independently at any time, 368 
it is logically correct to do so only after Identity Resolution for that person or 369 
organization has been achieved. This type of dependency is specified in the 370 
conformance criteria (see Section 2.3.5). 371 

The second type is dependencies on external organizations for the provision of atomic 372 
process outputs (e.g., a commercial service provider or a credential authentication 373 
service). This type of dependency is identified and noted in the assessment process (see 374 
Section 2.4.3). 375 

 376 



UNCLASSIFIED / NON CLASSIFIÉ 
 

PSP PCTF Working Group  Page 12 
The Public Sector Profile of the PCTF Version 1.1 Consultation Draft v0.4 – 2020-06-02  

2.3.5 Conformance Criteria 377 

Conformance criteria are a set of requirement statements that define what is necessary 378 
to ensure the integrity of an atomic process. Conformance criteria are used to support 379 
an impartial, transparent, and evidence-based assessment and certification process.  380 

For example, the Identity Resolution atomic process may involve assigning an identifier 381 
to a person or organization. The conformance criteria specify that the atomic process 382 
must ensure that the identifier that is assigned to the person or organization is unique 383 
for a specific population or context. 384 

The conformance criteria are maintained in a separate document. Currently, the 385 
conformance criteria are consolidated in an assessment worksheet. In future versions 386 
the conformance criteria may be embedded in an automated assessment tool. 387 

2.3.6 Qualifiers 388 

Qualifiers may be applied to conformance criteria. Qualifiers are intended to map 389 
similar or same conformance criteria from different trust frameworks to jurisdictional 390 
policy or regulatory requirements. For example, PCTF Level 1 conformance criteria for 391 
the Identity Verification atomic process can be mapped to Identity Assurance Level 1 as 392 
defined in the Standard on Identity and Credential Assurance issued by the Treasury 393 
Board of the Government of Canada. 394 

Qualifiers help to further indicate a level of confidence, stringency required, or a specific 395 
requirement, in relation to another trust framework, an identity domain requirement, 396 
or a specific policy or regulatory requirement.  Qualifiers can be used to select the 397 
applicable conformance criteria to be used in an assessment process. Qualifiers can also 398 
be used to facilitate mapping conformance criteria equivalencies across different trust 399 
frameworks.  400 

Conformance criteria may have no qualifiers (applicable in all cases), a single qualifier 401 
(applicable in certain cases), or several qualifiers (applicable in many cases). Consult the 402 
assessment worksheet for examples of how qualifiers are used for assessment and how 403 
they may be mapped to other frameworks.   404 

Jurisdictions may wish to use the qualifiers that are already defined in the PCTF. They 405 
may also define new qualifiers to reflect their specific requirements and add new 406 
conformance criteria if required.  New qualifiers may be incorporated back into the 407 
normative core component of the PCTF; however, these changes should be subject to a 408 
formal governance process or change management process. It should also be noted that 409 
if new qualifiers and conformance criteria are introduced into the PCTF, these will need 410 
to be mapped to and vetted against the existing conformance criteria. See Section 2.8 411 
for more information on qualifiers. 412 

 413 

  414 
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2.4 Mutual Recognition 415 

Mutual recognition is an agreement wherein two or more parties agree to recognize the 416 
results of a conformance assessment. Depending on the context, the mutual recognition 417 
may be formalized through the issuance of a letter of acceptance or be part of a broader 418 
agreement. 419 

Prior to commencing the PCTF mutual recognition process, it is recommended that a 420 
planning and engagement process be undertaken with the key participants in order to 421 
develop a formalized work arrangement.  422 

At this time, the mutual recognition process is still in its early stages. The following 423 
sections outline mutual recognition at a high level. Detailed guidance will follow in 424 
subsequent deliverables. 425 

2.4.1 Process Mapping  426 

Process mapping consists of the set of activities to map program activities, business 427 
processes, and technical capabilities to the atomic processes defined in the PCTF.  428 

In most cases, this mapping is applied to an existing program currently in operation. The 429 
table below illustrates some examples of mapping to existing business processes. 430 

 431 

Atomic Process Existing Business Process Examples 

Identity 
Resolution 

A service enrolment process that attempts to uniquely identify a 
person based on the person’s name and date of birth 

A business registry process that attempts to uniquely identify an 
organization based on the organization’s legal name, date of 
creation, address, and identification number/name on an 
authoritative record 

Identity 
Establishment 

A birth registration process that creates an authoritative birth 
record 

A business registry process that create an authoritative business 
record 

Identity 
Information 
Validation 

A driver’s license application process that confirms identity 
information as presented on physical documents or by means of an 
electronic validation service 

A cannabis licensing process that confirms identity information as 
presented about a business by means of an electronic validation 
with the applicable business registry 

Identity Asking questions of the person presenting the identity information – 
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Atomic Process Existing Business Process Examples 

Verification the answers to which (in theory, at least) only they and the 
interrogator would know (e.g., financial information, credit history, 
shared secret, mailed-out access code, password, personal 
identification number, assigned identifier) 

A passport application process that compares biological 
characteristics recorded on a document (e.g., facial photograph, eye 
colour, height) to ensure it is the right applicant 

Performing an on-site audit of a business 

Identity 
Maintenance 

An identity information notification service 

An identity information retrieval service   

Credential 
Issuance 

Issuing an authoritative document such as a birth certificate or 
driver’s licence 

Issuing an authoritative document such as a certificate of existence 
or compliance 

Issuing a verifiable credential 

 432 

2.4.2 Alignment to Other Frameworks 433 

Alignment of processes, systems, and solutions assists in mutual recognition across an 434 
international context where multiple frameworks may be in use.  435 

For example, someone who accesses Canadian digital services may also need to access 436 
digital services in other countries. Recognizing this evolution toward the international 437 
context, the PCTF is being designed to be applied in conjunction with established and 438 
emerging global frameworks, such as:  439 

 The Electronic Identification, Authentication, and Trust Services (eIDAS)  440 

 The Financial Action Task Force (FATF) – Guidance on  Digital Identity  441 

 The United Nations Commission on International Trade Law (UNCITRAL) – Draft 442 
Provisions on the Cross-border Recognition of Identity Management and Trust 443 
Services 444 

International mutual recognition is still in its early phases. Consideration should be given 445 
to aligning to these frameworks before commencing the assessment process.  446 

  447 
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2.4.3 Assessment  448 

The PCTF defines a normative set of atomic processes and accompanying conformance 449 
criteria6. Once the existing business processes have been mapped to the atomic 450 
processes, they can be assessed and a determination made against each of the related 451 
atomic process conformance criteria.  452 

A detailed assessment worksheet has been developed to assist in the PCTF assessment 453 
process. This worksheet consolidates the atomic processes and accompanying 454 
conformance criteria into a single spreadsheet to aid in the mapping of existing business 455 
processes and assist the assessment team in cross-referencing data for assessment 456 
analysis. The conformance criteria are also mapped to qualifiers to assist in the selection 457 
of the conformance criteria that are applicable to the assessment process.  458 

Evidence collected to support the analysis and substantiate the determination should be 459 
collected and recorded in a manner that can be easily cross-referenced to the applicable 460 
conformance criteria.  461 

It should be noted, that by design, the PCTF does not assume that a single provider is 462 
solely responsible for all of the atomic processes. Therefore, several bodies might be 463 
involved in the PCTF assessment process, focusing on different atomic processes, or 464 
different aspects (e.g., security, privacy, service delivery). Consideration must be given 465 
as to how to coordinate several bodies that might need to work together to yield an 466 
overall PCTF assessment. The organization being assessed is accountable for all parties 467 
within the scope of the assessment. The organization may decide that this is not 468 
feasible, nonetheless the organization remains accountable. Such cases will be noted in 469 
the assessment. 470 

As the PCTF assessment process evolves, consideration will be given to determine which 471 
bodies and/or standards are best suited to meet stakeholder requirements and best 472 
applied in relation to the PCTF. 473 

2.4.4 Acceptance 474 

Acceptance is the process of formally approving the outcome of the assessment 475 
process. The acceptance process is dependent on governance and takes into account 476 
the applicable mandates, legislation, regulations, and policies.  477 

Eventually, the PCTF acceptance process may include standard processes defined by the 478 
International Standards Organization (ISO)7 as follows: 479 

                                                      

6 The conformance criteria are maintained in a separate document. 

7 ISO website: https://www.iso.org/certification.html. 

https://www.iso.org/certification.html
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 Certification: The provision by an independent body of written assurance (a 480 
certificate) that the product, service, or system in question meets specific 481 
requirements. 482 

 Accreditation: The formal recognition by an independent body (generally known 483 
as an accreditation body) that a certification body operates according to 484 
international standards. 485 

Formalized certification and accreditation programs are currently being developed. It is 486 
anticipated that once formalized, independent third parties will be enabled to conduct 487 
PCTF assessments. There are several domestic and international standards bodies that 488 
have recognized conformity assessment standards and programs. For example, the 489 
Standards Council of Canada has the mandate to promote voluntary standardization in 490 
Canada, where standardization is not expressly provided for by law. 491 

 492 

 493 

  494 
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2.5 Supporting Infrastructure 495 

The Supporting Infrastructure is the set of operational and technical policies, rules, and 496 
standards that serve as the primary enablers of a digital ecosystem. The various 497 
elements of the Supporting Infrastructure have established rules that are outside the 498 
scope of the PCTF. The PCTF does not make recommendations in respect to the 499 
composition of the Supporting Infrastructure.  500 

Figure 5 illustrates some elements (with examples) of what could constitute a 501 
Supporting Infrastructure.  502 

 503 

 504 

 505 

Figure 5: Supporting Infrastructure 506 

 507 

The following sections provide details on two elements of the Supporting Infrastructure 508 
that can assist in relating legacy implementations to newer technologies and standards. 509 

2.5.1 Methods 510 

Methods encompass the sets of rules that govern such things as data models, 511 
communications protocols, cryptographic algorithms, databases, distributed ledgers, 512 
verifiable data registries, and similar schemes; and combinations of these. Methods also 513 
include systems that are isolated or have intermittent connectivity. Within the context 514 
of the digital ecosystem, Methods enable actors to interact directly or indirectly with 515 
one another without either party being bound to a particular solution or technology. 516 

  517 
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2.5.2 Conveyance Mechanisms 518 

Conveyance mechanisms are the various methods by which the output of one atomic 519 
process is made available for use as the input to another atomic process. As can be seen 520 
in Figure 6, the conveyance mechanisms are situated between the parties producing 521 
and consuming the output states of atomic processes.  522 

 523 

 524 

 525 

Figure 6: Conveying Output States between Parties 526 

 527 

The PCTF does not constrain the possibility of several competing providers and it is 528 
anticipated that many providers will coexist to serve the conveyance mechanism needs 529 
of different communities across the public and private sector. 530 
 531 

  532 



UNCLASSIFIED / NON CLASSIFIÉ 
 

PSP PCTF Working Group  Page 19 
The Public Sector Profile of the PCTF Version 1.1 Consultation Draft v0.4 – 2020-06-02  

2.6 Digital Ecosystem Roles and Information Flows 533 

Figure 7 illustrates a conceptual model of the digital ecosystem roles and information 534 
flows. (Note that “Methods” in the diagram is discussed in Section 2.5.1.) 535 

  536 

 537 

 538 

Figure 7: Digital Ecosystem Roles and Information Flows 539 

 540 

2.6.1 Roles 541 

The model consists of four roles: 542 

1. Subject: An entity8 about which Claims are asserted by an Issuer.  543 

2. Issuer: An entity that asserts one or more Claims about one or more 544 
Subjects, creates a Credential from these Claims, and assigns the Credential 545 
to a Holder.  546 

                                                      

8 An entity is defined as a thing with a distinct and independent existence such as a person, organization, 
or device that can be subject to legislation, policy, or regulations within a context, and which may have 
certain rights, duties, and obligations. An entity can perform one or more roles in the digital ecosystem. 
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3. Holder: An entity that controls one or more Credentials from which a 547 
Presentation can be expressed to a Verifier. A Holder is usually, but not 548 
always, the Subject of a Credential9. 549 

4. Verifier: An entity that accepts a Presentation from a Holder for the 550 
purposes of delivering services or administering programs.  551 

The digital ecosystem roles are carried out by many different entities that perform 552 
specific roles under a variety of labels. These specific roles can be categorized into the 553 
digital ecosystem roles as shown in the following table.  554 

 555 

Role Examples 

Issuer Authoritative Party,  Identity Assurance Provider, Identity Proofing 
Service Provider, Identity Provider, Credential Assurance Provider, 
Credential Service Provider, Credential Provider, Authenticator 
Provider, Digital Identity Provider, Delegated Service Provider  

Subject Person, Organization, Device  

Holder Digital Identity Owner, Card Holder 

Verifier Relying Party, Credential Verification Service Provider, Credential 
Authentication Service Provider, Authentication Service Provider, 
Digital Identity Consumer, Delegated Service Provider  

 556 
Given the variety of business, service, and technology models that exist within the 557 
digital ecosystem, roles may be performed by multiple different actors in a given 558 
context, or one actor may perform several roles (e.g., an actor may be both a relying 559 
party and a credential provider). 560 

In addition to the four roles outlined above, digital ecosystem actors include Supporting 561 
Infrastructure providers such as Network Operators. 562 

  563 

                                                      

9 Examples of where the Holder is not the Subject of a Credential would be a parent (the holder) holding 
the birth certificate (the credential) of their child (the subject) or a restaurant owner (the holder) holding 
a permit to operate (the credential) of a business (the subject).  
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2.6.2 Information Flows 564 

The model also consists of five information flows: 565 

1. Claim: A statement about a Subject.  566 

2. Credential: A set of one or more Claims asserted about one or more 567 
Subjects10.   568 

3. Presentation: Information derived from one or more Credentials. The data in 569 
a Presentation is often about the same Subject, but the Credentials might 570 
have been issued by different Issuers. 571 

4. Credential Registration: An indication11 of the existence of a credential.  572 

5. Correctness Confirmation12: An indication of the correctness of the 573 
Presentation itself and the correctness of the information associated with 574 
the Presentation.  575 

 576 

 577 
 578 
  579 

                                                      

10 An example of a credential having more than one subject is a marriage certificate. 

11 The indication may be a credential schema or the credential itself. 

12 Correctness confirmation is often achieved by connecting a Verifier to an Issuer through a peer-to-peer 
system or an intermediary system. 
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  580 
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2.7 Atomic Processes in Detail 581 

2.7.1 Identity Information Determination 582 

Process 
Description 

Identity Information Determination is the process of determining the 
identity context13, the identity information requirements14, and the 
identifier15.  

Input State No Determination Made: The identity context, the identity 
information requirements, and the identifier have not been 
determined 

Output State Determination Made: The identity context, the identity information 
requirements, and the identifier have been determined 

2.7.2 Identity Evidence Determination 583 

Process 
Description 

Identity Evidence Determination is the process of determining the 
acceptable evidence of identity (whether physical or electronic). 

Input State No Determination Made: The acceptable evidence of identity has 
not been determined 

Output State Determination Made: The acceptable evidence of identity has been 
determined 

2.7.3 Identity Resolution 584 

Process 
Description 

Identity Resolution is the process of establishing the uniqueness of a 
Subject within a program/service population through the use of 
identity information. A program or service defines its identity 
resolution requirements in terms of identity attributes; that is, it 
specifies the set of identity attributes that is required to achieve 
identity resolution within its population. 

Input State Identity Information: The identity information may or may not be 
unique to one and only one Subject 

Output State Unique Identity Information: The identity information is unique to 
one and only one Subject  

                                                      

13 See Section 4.3 for more information. 

14 See Section 4.4 for more information. 

15 See Section 4.4.1 for more information. 
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2.7.4 Identity Establishment 585 

Process 
Description 

Identity Establishment is the process of creating a record of identity 
of a Subject within a program/service population that may be relied 
on by others for subsequent programs, services, and activities. 

Input State No Record of Identity: No record of identity exists 

Output State Record of Identity: A record of identity exists 

2.7.5 Identity Information Validation 586 

Process 
Description 

Identity Information Validation is the process of confirming the 
accuracy of identity information about a Subject as established by 
the Issuer.  

Input State Unconfirmed Identity Information: The identity information has not 
been confirmed with the Issuer 

Output State Confirmed Identity Information: The identity information has been 
confirmed with the Issuer 

2.7.6 Identity Verification 587 

Process 
Description 

Identity Verification is the process of confirming that the identity 
information is under the control of the Subject. It should be noted 
that this process may use personal information or organizational 
information that is not related to identity. 

Input State Unverified Control: The identity information has not been verified as 
being under the control of the Subject 

Output State Verified Control: The identity information has been verified as being 
under the control of the Subject 

2.7.7 Identity Evidence Validation 588 

Process 
Description 

Identity Evidence Validation is the process of confirming that the 
evidence of identity presented (whether physical or electronic) is 
acceptable.  

Input State Unconfirmed Identity Evidence: The evidence of identity has not 
been confirmed as being acceptable 

Output State Confirmed Identity Evidence: The evidence of identity has been 
confirmed as being acceptable 
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2.7.8 Identity Continuity 589 

Process 
Description 

Identity Continuity is the process of dynamically confirming that the 
Subject has a continuous existence over time (i.e., “genuine 
presence”). This process can be used to ensure that there is no 
malicious or fraudulent activity (past or present) and to address 
identity spoofing concerns. 

Input State Periodic Presence: The identity exists sporadically and often only in 
association with a vital event or a business event (e.g., birth, death, 
bankruptcy)  

Output State Continuous Presence: The identity exists continuously over time in 
association with many transactions 

2.7.9 Identity Maintenance 590 

Process 
Description 

Identity Maintenance is the process of ensuring that a Subject’s 
identity information is accurate, complete, and up-to-date. 

Input State Identity Information: The identity information is not up-to-date  

Output State Updated Identity Information: The identity information is up-to-
date 

2.7.10 Identity Linking 591 

Process 
Description 

Identity Linking is the process of mapping two or more identifiers to 
the same Subject. 

Input State Unlinked Identifier: The identifier is not associated with another 
identifier of the same Subject 

Output State Linked Identifier: The identifier is associated with one or more other 
identifiers of the same Subject 

 592 

  593 
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2.7.11 Credential-Identity Binding 594 

Process 
Description 

Credential-Identity Binding is the process of asserting one or more 
Claims about one or more Subjects. 

Input State No Claim: No claim exists 

Output State Asserted Claim: One or more asserted claims has been associated 
with one or more Subjects 

2.7.12 Credential Issuance 595 

Process 
Description 

Credential Issuance is the process of creating a Credential from a set 
of Claims and assigning the Credential to a Holder. 

Input State Asserted Claim: One or more asserted claims has been associated 
with one or more Subjects 

Output State Issued Credential: A credential has been assigned to a Holder  

2.7.13 Credential-Authenticator Binding  596 

Process 
Description 

Credential-Authenticator Binding is the process of associating a 
credential issued to a Holder with one or more authenticators. This 
process also includes authenticator life-cycle activities such as 
suspending authenticators (caused by a forgotten password or a 
lockout due to successive failed authentications, inactivity, or 
suspicious activity), removing authenticators, binding new 
authenticators, and updating authenticators (e.g., changing a 
password, updating security questions and answers, having a new 
facial photo taken). 

Input State Issued Credential: A credential has been assigned to a Holder 

Output State Authenticator Bound Credential: An issued credential has been 
associated with one or more authenticators 

2.7.14 Credential Validation 597 

Process 
Description 

Credential Validation is the process of verifying that the issued 
credential is valid (e.g., not tampered with, corrupted, modified, 
suspended, or revoked). The validity of the issued credential can be 
used to generate a level of assurance. 

Input State Authenticator Bound Credential: An issued credential has been 
associated with one or more authenticators 

Output State Validated Credential: The issued credential is valid 
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2.7.15 Credential Verification 598 

Process 
Description 

Credential Verification is the process of verifying that a Holder has 
control over an issued credential. Control of an issued credential is 
verified by means one or more authenticators. The degree of control 
over the issued credential can be used to generate a level of 
assurance. 

Input State Authenticator Bound Credential: An issued credential has been 
associated with one or more authenticators 

Output State Verified Credential: The Holder has proven control of the issued 
credential 

2.7.16 Credential Maintenance 599 

Process 
Description 

Credential Maintenance is the process of updating the credential 
attributes (e.g., expiry date, scope of service, permissions) of an 
issued credential. 

Input State Issued Credential: A credential has been assigned to a Holder 

Output State Updated Issued Credential: The issued credential has been updated 

2.7.17 Credential Suspension 600 

Process 
Description 

Credential Suspension is the process of transforming an issued 
credential into a suspended credential by flagging the issued 
credential as temporarily unusable.  

Input State Issued Credential: A credential has been assigned to a Holder 

Output State Suspended Credential: The Holder is not able to use the credential  

2.7.18 Credential Recovery 601 

Process 
Description 

Credential Recovery is the process of transforming a suspended 
credential back to a usable state (i.e., an issued credential). 

Input State Suspended Credential: The Holder is not able to use the credential 

Output State Updated Issued Credential: The issued credential has been updated 

  602 
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2.7.19 Credential Revocation 603 

Process 
Description 

Credential Revocation is the process of ensuring that an issued 
credential is permanently flagged as unusable. 

Input State Issued Credential: A credential has been assigned to a Holder 

Output State Revoked Credential: The Holder is not able to use the credential 

  604 
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2.7.20 Notice Formulation 605 

Process 
Description 

Notice Formulation is the process of producing a notice statement 
that describes what personal information is being, or may be, 
collected; with which parties the personal information is being 
shared and what type of personal information is being shared (as 
known at the time of presentation); for what purposes the personal 
information is being collected, used, or disclosed; the risk of harm 
and other consequences as a result of the collection, use, or 
disclosure; how the personal information will be handled and 
protected; the time period for which the notice statement is 
applicable; and under whose jurisdiction or authority the notice 
statement is issued. This process should be carried out in accordance 
with any requirements of jurisdictional legislation and regulation. 

Input State No Notice Statement: No notice statement exists  

Output State Notice Statement: A notice statement exists 

2.7.21 Notice Presentation 606 

Process 
Description 

Notice Presentation is the process of presenting a notice statement 
to a person. 

Input State Notice Statement: A notice statement exists 

Output State Presented Notice Statement: A notice statement has been 
presented to a person 

2.7.22 Consent Request 607 

Process 
Description 

Consent Request is the process of asking a person to agree to 
provide consent (“Yes”) or decline to provide consent (“No”) based 
on the contents of a presented notice statement, resulting in either 
a “yes” or “no” consent decision. 

Input State Presented Notice Statement: A notice statement has been 
presented to a person 

Output State Consent Decision: A consent decision exists 

  608 
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2.7.23 Consent Registration 609 

Process 
Description 

Consent Registration is the process of persisting a notice statement 
and the person’s related consent decision, to storage. In addition, 
information about the person, the version of the notice statement 
that was presented, the date and time that the notice statement 
was presented, and, if applicable, the expiration date for the 
consent decision may be stored. Once the consent information has 
been stored, a notification on the consent decision made is issued to 
the relevant parties to the consent decision. 

Input State Consent Decision: A consent decision exists 

Output State Stored Consent Decision: A stored consent decision exists 

2.7.24 Consent Review 610 

Process 
Description 

Consent Review is the process of making the details of a stored 
consent decision visible to the person who provided the consent. 

Input State Stored Consent Decision: A stored consent decision exists 

Output State Stored Consent Decision: A stored consent decision exists 

2.7.25 Consent Renewal 611 

Process 
Description 

Consent Renewal is the process of extending the validity of a “yes” 
consent decision by means of increasing an expiration date limit. 

Input State Stored Consent Decision: A stored consent decision exists 

Output State Updated Consent Decision: A stored consent decision has been 
updated 

2.7.26 Consent Expiration 612 

Process 
Description 

Consent Expiration is the process of suspending the validity of a 
“yes” consent decision as a result of exceeding an expiration date 
limit. 

Input State Stored Consent Decision: A stored consent decision exists 

Output State Updated Consent Decision: A stored consent decision has been 
updated 

  613 
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2.7.27 Consent Revocation 614 

Process 
Description 

Consent Revocation is the process of suspending the validity of a 
“yes” consent decision as a result of an explicit withdrawal of 
consent by the person (i.e., a “yes” consent decision is converted 
into a “no” consent decision). 

Input State Stored Consent Decision: A stored consent decision exists 

Output State Updated Consent Decision: A stored consent decision has been 
updated 

2.7.28 Signature Creation 615 

Process 
Description 

Signature Creation is the process of creating a signature. 

Input State No Signature: No signature exists 

Output State Signature: A signature exists 

2.7.29 Signature Checking 616 

Process 
Description 

Signature Checking is the process of confirming that the signature is 
valid.  

Input State Signature: A signature exists 

Output State Checked Signature: The signature is valid 

 617 
 618 
 619 
  620 
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 621 

 622 

  623 
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2.8 Qualifiers in Detail 624 

2.8.1 Identity Domain Qualifiers 625 

To reflect the shared responsibility of identity across jurisdictions within the Pan-626 
Canadian context, two identity domain qualifiers have been defined:  627 

 Foundational Identity Domain: Conformance criteria that are tied to a specific 628 
foundational event (e.g., birth, person legal name change, immigration, legal 629 
residency, naturalized citizenship, death, organization legal name registration, 630 
organization legal name change, or bankruptcy). Foundational identities are the 631 
exclusive domain of the public sector (specifically, the Vital Statistics 632 
Organizations [VSOs] and Business Registries of the Provinces and Territories; 633 
Immigration, Refugees, and Citizenship Canada [IRCC]; and the Federal Corporate 634 
Registry of Corporations Canada). 635 

 Contextual Identity Domain: Conformance criteria that are specific to an identity 636 
context (e.g., banking, business permits, health services, drivers licensing, or 637 
social media). Depending on the identity context, a contextual identity may be 638 
tied to a foundational identity (e.g., a drivers licence) or may not be tied to a 639 
foundational identity (e.g., a social media profile). Contextual identities are the 640 
domain of both the public and private sectors.  641 

2.8.2 Pan-Canadian Levels of Assurance (LOA) Qualifiers 642 

The current version of the PCTF conformance criteria uses the four Pan-Canadian Levels 643 
of Assurance (LOA):   644 

 Level 1: Little or no confidence required. 645 

 Level 2: Some confidence required. 646 

 Level 3: High confidence required. 647 

 Level 4: Very high confidence required. 648 

2.8.3 Secure Electronic Signature Qualifiers  649 

Part 2 of the Federal Personal Information Protection and Electronic Documents Act 7 650 
(PIPEDA), defines an electronic signature as “a signature that consists of one or more 651 
letters, characters, numbers, or other symbols in digital form incorporated in, attached 652 
to, or associated with an electronic document”. 653 

There are a number of cases where PIPEDA Part 2 is technology specific and requires the 654 
use of a particular class of electronic signatures (referred to as a secure electronic 655 
signature defined in its annexed Secure Electronic Signature [SES] Regulations). Secure 656 
electronic signatures may be used as qualifiers. 657 
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2.8.4 Other Trust Frameworks Qualifiers 658 

Qualifiers may be based on the three levels of assurance defined by the European 659 
Regulation No 910/2014 on electronic identification and trust services for electronic 660 
transactions:   661 

 Low: How degree of confidence. 662 

 Substantial: Substantial degree of confidence.  663 

 High: High degree of confidence.  664 

Qualifiers may be based on levels of assurance defined in the NIST Special Publication 665 
800-63 Digital Identity Guidelines: 666 

 Identity Assurance Level (IAL): Refers to the identity proofing level. 667 

 Authenticator Assurance Level (AAL): Refers to the authentication process. 668 

 Federation Assurance Level (FAL): Refers to the strength of an assertion in a 669 
federated environment, used to communicate authentication and attribute 670 
information (if applicable) to a relying party. 671 

  672 
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3 APPENDIX A: TERMS AND DEFINITIONS 673 

The definitions that follow include authoritative definitions from the Standard on 674 
Identity and Credential Assurance, definitions found in related guidelines and industry 675 
references, and definitions developed by the working group for the purposes of this 676 
document. 677 

 678 

Term  Definition 

anonymous credential A credential that, while still making an assertion about 
some property, status, or right of a person, does not 
reveal the person's identity. A credential may contain 
identity attributes but still be treated as an anonymous 
credential if the identity attributes are not recognized or 
used for identity information validation purposes. 
Anonymous credentials provide persons with a means to 
prove statements about themselves and their 
relationships with other persons or organizations while 
maintaining their anonymity. 

assigned identifier A numeric or alphanumeric string that is generated 
automatically and that uniquely distinguishes between 
persons or organizations without the use of any other 
identity attributes. 

assurance Confidence that a statement is true. 

assurance level  A level of confidence that a statement is true that may 
be relied on by others. 

atomic process A set of logically related activities that results in the 
state transition of an object. The object’s output state 
can be relied on by other atomic processes. 

attribute A property or characteristic associated with an entity. 
See also “identity attribute”. 

authentication See “credential verification”. 

authenticator Something that a Holder controls (e.g., a cryptographic 
module or a password) that is used to prove that the 
Holder has retained control over an issued credential. 

authoritative source  A collection or registry of records maintained by an 
authority that meets established criteria. 
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Term  Definition 

biological or behavioural 
characteristic confirmation 

An identity verification method that uses biological 
(anatomical and physiological) characteristics (e.g., face, 
fingerprints, retinas) or behavioural characteristics (e.g., 
keyboard stroke timing, gait) to prove that the person 
presenting the identity information is in control of the 
identity. Biological or behavioural characteristic 
confirmation is achieved by means of the challenge-
response model: the biological or behavioural 
characteristics recorded on a document or in a data 
store are compared to the person presenting the 
identity information. 

biometrics A general term used alternatively to describe a 
characteristic or a process. It can refer to a measurable 
biological (anatomical and physiological) or behavioural 
characteristic that can be used for automated 
recognition. It can also refer to automated methods of 
recognizing an individual based on measurable biological 
(anatomical and physiological) and behavioural 
characteristics. 

business event A significant discrete episode that occurs in the life span 
of a business. By law a business event must be recorded 
with a government entity and is subject to legislation 
and regulation. Examples of business events are 
registration of charter, merger, amalgamation, 
surrender of charter, and dissolution. 

claim A statement about a Subject. 

client The intended recipient for a service output. External 
clients are generally persons (Canadian citizens, 
permanent residents, etc.) and businesses (public and 
private sector organizations). Internal clients are 
generally employees and contractors. 

compound process A set of atomic processes and/or other compound 
processes that results in a set of state transitions. 

conformance criteria A set of requirement statements that define what is 
necessary to ensure the integrity of an atomic process. 

consent expiration The process of suspending the validity of a “yes” consent 
decision as a result of exceeding an expiration date limit. 
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Term  Definition 

consent registration The process of persisting a notice statement and the 
person’s related consent decision, to storage. In 
addition, information about the person, the version of 
the notice statement that was presented, the date and 
time that the notice statement was presented, and, if 
applicable, the expiration date for the consent decision 
may be stored. Once the consent information has been 
stored, a notification on the consent decision made is 
issued to the relevant parties to the consent decision. 

consent renewal The process of extending the validity of a “yes” consent 
decision by means of increasing an expiration date limit. 

consent request The process of asking a person to agree to provide 
consent (“Yes”) or decline to provide consent (“No”) 
based on the contents of a presented notice statement, 
resulting in either a “yes” or “no” consent decision. 

consent review The process of making the details of a stored consent 
decision visible to the person who provided the consent. 

consent revocation The process of suspending the validity of a “yes” consent 
decision as a result of an explicit withdrawal of consent 
by the person (i.e., a “yes” consent decision is converted 
into a “no” consent decision). 

contextual identity An identity that is used for a specific purpose within a 
specific identity context (e.g., banking, business permits, 
health services, drivers licensing, or social media). 
Depending on the identity context, a contextual identity 
may be tied to a foundational identity (e.g., a drivers 
licence) or may not be tied to a foundational identity 
(e.g., a social media profile). 

correctness confirmation An indication of the correctness of the Presentation 
itself and the correctness of the information associated 
with the Presentation. 

credential A set of one or more Claims asserted about one or more 
Subjects. 

credential assurance Confidence that a Holder has maintained control over an 
issued credential and that the issued credential is valid. 



UNCLASSIFIED / NON CLASSIFIÉ 
 

PSP PCTF Working Group  Page 38 
The Public Sector Profile of the PCTF Version 1.1 Consultation Draft v0.4 – 2020-06-02  

Term  Definition 

credential assurance level The level of confidence that a Holder has maintained 
control over an issued credential and that the issued 
credential is valid. 

credential-authenticator 
binding 

The process of associating a credential issued to a 
Holder with one or more authenticators. This process 
also includes authenticator life-cycle activities such as 
suspending authenticators (caused by a forgotten 
password or a lockout due to successive failed 
authentications, inactivity, or suspicious activity), 
removing authenticators, binding new authenticators, 
and updating authenticators (e.g., changing a password, 
updating security questions and answers, having a new 
facial photo taken). 

credential-identity binding The process of asserting one or more claims about one 
or more Subjects. 

credential issuance The process of creating a credential from a set of claims 
and assigning the credential to a Holder. 

credential maintenance The process of updating the credential attributes (e.g., 
expiry date, scope of service, permissions) of an issued 
credential. 

credential recovery The process of transforming a suspended credential 
back to a usable state (i.e., an issued credential). 

credential registration An indication of the existence of a credential. 

credential revocation The process of ensuring that an issued credential is 
permanently flagged as unusable. 

credential suspension The process of transforming an issued credential into a 
suspended credential by flagging the issued credential as 
temporarily unusable. 

credential validation The process of verifying that the issued credential is 
valid (e.g., not tampered with, corrupted, modified, 
suspended, or revoked). The validity of the issued 
credential can be used to generate a level of assurance. 



UNCLASSIFIED / NON CLASSIFIÉ 
 

PSP PCTF Working Group  Page 39 
The Public Sector Profile of the PCTF Version 1.1 Consultation Draft v0.4 – 2020-06-02  

Term  Definition 

credential verification The process of verifying that a Holder has control over 
an issued credential. Control of an issued credential is 
verified by means one or more authenticators. The 
degree of control over the issued credential can be used 
to generate a level of assurance. 

device A machine, specifically a piece of electronic equipment.  

digital ecosystem A collection of various tools and systems, and the actors 
who create, interact with, use, and remake them. 

digital identity An electronic representation of an entity, used 
exclusively by that same entity, to access valued services 
and to carry out transactions with trust and confidence. 

digital relationship An electronic representation of the relationship of one 
entity to another entity. 

digital representation An electronic representation of an entity or an electronic 
representation of the relationship between two entities. 

eIDAS Electronic Identification, Authentication, and Trust 
Services 

eIDAS is a European Union regulation that oversees 
electronic identification and trust services for electronic 
transactions in the European Union's internal market. It 
regulates electronic signatures, electronic transactions, 
involved bodies, and their embedding processes to 
provide a safe way for users to conduct business online 
such as electronic funds transfer or transactions 
with public services. 

electronic or digital 
evidence 

Any data that is recorded or preserved on any medium 
in, or by, a computer system or other similar device. 
Examples include database records, audit logs, and 
electronic word processing documents. 

entity A thing with a distinct and independent existence such 
as a person, organization, or device that can be subject 
to legislation, policy, or regulations within a context, and 
which may have certain rights, duties, and obligations. 
An entity can perform one or more roles in the digital 
ecosystem. 

evidence of contextual Evidence of identity that corroborates the evidence of 
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Term  Definition 

identity foundational identity and assists in linking the identity 
information to a person. It may also provide additional 
information such as a photo, signature, or address. 
Examples include social insurance records; records of 
entitlement to travel, drive, or obtain health services; 
and records of marriage, name change, or death 
originating from a jurisdictional authority. 

Evidence of identity that corroborates the evidence of 
foundational identity and assists in linking the identity 
information to an organization. It may also provide 
additional information such as market activity, 
signature, or address. Examples include records of 
licences to carry on logging or mining activities, or to 
cultivate cannabis; and registrations of charitable status. 

evidence of foundational 
identity  

Evidence of identity that establishes core identity 
information about a person such as given name(s), 
surname, date of birth, and place of birth. Examples are 
records of birth, immigration, or citizenship from an 
authority with the necessary jurisdiction. 

Evidence of identity that establishes core identity 
information about an organization such as legal name, 
date of event, address, status, primary contact. 
Examples are registration records, certificates of 
compliance, and incorporation records from an authority 
with the necessary jurisdiction. 

evidence of identity A record from an authoritative source indicating an 
entity’s identity. There are two categories of evidence of 
identity: foundational and contextual. 

See “evidence of foundational identity” and “evidence of 
contextual identity”. 
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Term  Definition 

FATF Financial Action Task Force 

FATF is the global money laundering and terrorist 
financing watchdog. The inter-governmental body sets 
international standards that aim to prevent these illegal 
activities and the harm they cause to society. As a policy-
making body, the FATF works to generate the necessary 
political will to bring about national legislative and 
regulatory reforms in these areas. 

FINTRAC Financial Transactions and Reports Analysis Centre of 
Canada 

FINTRAC is Canada's financial intelligence unit. Its 
mandate is to facilitate the detection, prevention, and 
deterrence of money laundering and the financing of 
terrorist activities. 

foundation name The name of a person or organization as indicated on an 
official record identifying the person or organization 
(e.g., provincial/territorial vital statistics record, federal 
immigration record, provincial/territorial business 
registry record, federal corporate registry record). 

foundation registry A registry that maintains permanent records of persons 
who were born in Canada, or persons who were born 
outside Canada to a Canadian parent, or persons who 
are foreign nationals who have applied to enter Canada. 
There are 14 such registries in Canada (the 13 provincial 
and territorial VSO registries and Immigration, Refugees, 
and Citizenship Canada [federal]). 

A registry that maintains permanent records of 
organizations that were created and registered in 
Canada. There are 14 such registries in Canada (the 13 
provincial and territorial business registries and 
Corporations Canada [federal]). 

foundational event A foundational event is either a business event or a vital 
event. Business events and vital events are significant 
discrete episodes that occur in the life spans of 
businesses and persons, respectively. By law both 
business events and vital events must be recorded with 
a government entity and are subject to legislation and 
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Term  Definition 

regulation. 

See “business event” and “vital event”. 

foundational identity An identity that has been established or changed as a 
result of a foundational event (e.g., birth, person legal 
name change, immigration, legal residency, citizenship, 
death, organization legal name registration, organization 
legal name change, bankruptcy). 

gender Refers to a social identity, such as man, woman, non-
binary, or two-spirit. 

holder An entity that controls one or more Credentials from 
which a Presentation can be expressed to a Verifier. A 
Holder is usually, but not always, the Subject of a 
Credential. 

identifier The set of identity attributes used to uniquely 
distinguish a particular person, organization, or device 
within a population.  

identity A reference or designation used to uniquely distinguish a 
particular person, organization, or device. There are two 
types of identity: foundational and contextual. 

See “foundational identity” and “contextual identity”.  

identity assurance Confidence that a person, organization, or device is who 
or what it claims to be. 

identity assurance level The level of confidence that a person, organization, or 
device is who or what it claims to be. 

identity attribute A property or characteristic associated with an 
identifiable person, organization, or device (also known 
as “identity data element”). 

identity context The environment or set of circumstances within which 
an organization operates and within which it delivers its 
programs and services. Identity context is determined by 
factors such as mandate, target population (i.e., clients, 
customer base), and other responsibilities prescribed by 
legislation or agreements. 

identity continuity The process of dynamically confirming that the Subject 
has a continuous existence over time (i.e., “genuine 
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Term  Definition 

presence”). This process can be used to ensure that 
there is no malicious or fraudulent activity (past or 
present) and to address identity spoofing concerns. 

identity data element See “identity attribute”. 

identity establishment The process of creating a record of identity of a Subject 
within a program/service population that may be relied 
on by others for subsequent programs, services, and 
activities. 

identity evidence 
determination 

The process of determining the acceptable evidence of 
identity (whether physical or electronic). 

identity evidence validation The process of confirming that the evidence of identity 
presented (whether physical or electronic) is acceptable. 

identity information The set of identity attributes that is sufficient to 
distinguish one entity from all other entities within a 
program/service population and that is sufficient to 
describe the entity as required by the program or 
service. Depending on the context, identity information 
is either a subset of personal information or a subset of 
organizational information. 

identity information 
determination 

The process of determining the identity context, the 
identity information requirements, and the identifier. 

identity information 
notification 

The disclosure of identity information about a person or 
an organization by an authoritative party to a relying 
party that is triggered by a vital event or a business 
event, a change in their identity information, or an 
indication that their identity information has been 
exposed to a risk factor (e.g., the death of the person, a 
charter surrender, use of expired documents, a privacy 
breach, fraudulent use of the identity information).  

identity information 
retrieval 

The disclosure of identity information about a person or 
an organization by an authoritative party to a relying 
party that is triggered by a request from the relying 
party. 

identity information 
validation 

The process of confirming the accuracy of identity 
information about a Subject as established by the Issuer. 
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identity linking The process of mapping two or more identifiers to the 
same Subject. 

identity maintenance The process of ensuring that a Subject’s identity 
information is accurate, complete, and up-to-date. 

identity management The set of principles, practices, processes, and 
procedures used to realize an organization's mandate 
and its objectives related to identity. 

identity model A simplified (or abstracted) representation of an identity 
management methodology (also known as “identity 
scheme”). 

Examples include centralized, federated, and 
decentralized identity models. 

identity resolution The process of establishing the uniqueness of a Subject 
within a program/service population through the use of 
identity information. 

identity scheme See “identity model”. 

identity verification The process of confirming that the identity information 
is under the control of the Subject. It should be noted 
that this process may use personal information or 
organizational information that is not related to identity. 

issuer An entity that asserts one or more Claims about one or 
more Subjects, creates a Credential from these Claims, 
and assigns the Credential to a Holder. 

knowledge-based 
confirmation 

An identity verification method that uses personal or 
organizational information or shared secrets to prove 
that the person or organization presenting the identity 
information is in control of the identity. Knowledge-
based confirmation is achieved by means of the 
challenge-response model: the person or organization 
presenting the identity information is asked questions, 
the answers to which (in theory, at least) only they and 
the interrogator would know (e.g., financial information, 
credit history, shared secret, cryptographic key, mailed-
out access code, password, personal identification 
number, assigned identifier). 
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legal name See “foundation name”, “primary name”. 

legal presence Lawful entitlement to be or reside in Canada. 

methods The sets of rules that govern such things as data models, 
communications protocols, cryptographic algorithms, 
distributed ledgers, databases, and similar schemes; and 
combinations of these. 

NIST National Institute of Standards and Technology 

NIST is a non-regulatory federal agency within the U.S. 
Department of Commerce. NIST's mission is to promote 
U.S. innovation and industrial competitiveness by 
advancing measurement science, standards, and 
technology. 

notice formulation The process of producing a notice statement that 
describes what personal information is being, or may be, 
collected; with which parties the personal information is 
being shared and what type of personal information is 
being shared (as known at the time of presentation); for 
what purposes the personal information is being 
collected, used, or disclosed; the risk of harm and other 
consequences as a result of the collection, use, or 
disclosure; how the personal information will be handled 
and protected; the time period for which the notice 
statement is applicable; and under whose jurisdiction or 
authority the notice statement is issued. This process 
should be carried out in accordance with any 
requirements of jurisdictional legislation and regulation. 

notice presentation The process of presenting a notice statement to a 
person. 

organization A legal entity that is not a human being (in legal terms a 
“juridical person”). 

organizational information Information about an identifiable organization. 

person A human being (in legal terms a “natural person”) 
including “minors” and others who might not be 
deemed to be persons under the law. 

personal information Information about an identifiable person. 
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physical possession 
confirmation 

An identity verification method that requires physical 
possession or presentation of evidence to prove that the 
person or organization presenting the identity 
information is in control of the identity. 

preferred name The name by which a person prefers to be informally 
addressed. 

presentation Information derived from one or more Credentials. The 
data in a Presentation is often about the same Subject, 
but the Credentials might have been issued by 
different Issuers. 

primary name The name that a person or organization uses for formal 
and legal purposes (also known as “legal name”). 

See also “foundation name”. 

sex Refers to biological characteristics, such as male, female, 
or intersex. 

signature An electronic representation where, at a minimum: the 
person signing the data can be associated with the 
electronic representation, it is clear that the person 
intended to sign, the reason or purpose for signing is 
conveyed, and the data integrity of the signed 
transaction is maintained, including the original. 

signature checking The process of confirming that the signature is valid. 

signature creation The process of creating a signature. 

subject An entity about which Claims are asserted by an Issuer. 

supporting infrastructure The set of operational and technical policies, rules, and 
standards that serve as the primary enablers of a digital 
ecosystem. 

trust framework A set of agreed on principles, definitions, standards, 
specifications, conformance criteria, and assessment 
approach. 
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trusted referee 
confirmation 

An identity verification method that relies on a trusted 
referee to prove that the person or organization 
presenting the identity information is in control of the 
identity. The type of trusted referee and their 
acceptability is determined by program-specific criteria. 
Examples of trusted referees include guarantors, 
notaries, accountants, and certified agents. 

UNCITRAL United Nations Commission on International Trade Law 

UNCITRAL's mandate is to promote the progressive 
harmonization and unification of international trade law 
through conventions, model laws, and other instruments 
that address key areas of commerce, from dispute 
resolution to the procurement and sale of goods. 

verifier An entity that accepts a Presentation from a Holder for 
the purposes of delivering services or administering 
programs. 

vital event A significant discrete episode that occurs in the life span 
of a person. By law a vital event must be recorded with a 
government entity and is subject to legislation and 
regulation. Examples of vital events are live birth, 
stillbirth, adoption, legitimation, recognition of 
parenthood, immigration, legal residency, naturalized 
citizenship, name change, marriage, annulment of 
marriage, legal separation, divorce, and death. 

 679 

 680 

  681 
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 682 

 683 

  684 
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4 APPENDIX B: IDENTITY MANAGEMENT OVERVIEW 685 

This appendix provides a general overview of specific topics in identity management. 686 
Additional information can be found in the Guideline on Identity Assurance [TBS d., 687 
2015]. 688 

4.1 Identity 689 

4.1.1 Real-World Identity 690 

“Identity is how we recognize, remember, and ultimately respond to specific 691 
people and things…It helps us recognize friends, families, and threats; it enables 692 
remembering birthdays, preferences, and histories; it gives us the ability to 693 
respond to each individual as their own unique person. 694 

…Our identity is bigger than our digital selves. Our identities existed before and 695 
continue to exist independent of any digital representation. Digital identities are 696 
simply tools which help organizations and individuals manage real-world 697 
identity.” 698 

– A Primer on Functional Identity by Joe Andrieu16 699 

4.1.2 Identity in Identity Management 700 

Identity in the domain of identity management has a much narrower scope than real-701 
world notions of identity. In identity management, identity is defined as a reference or 702 
designation used to uniquely distinguish a particular person, organization, or device. 703 

An identity must be unique17. This means that each person and organization can be 704 
distinguished from all other persons and organizations and that, when required, each 705 
person and organization can be uniquely identified. The uniqueness requirement 706 
ensures that a program or service can be delivered to a specific person or organization 707 
and that a program or service is delivered to the right person or organization.  708 

  709 

                                                      

16 The full text of the article can be found at: http://bit.ly/FunctionalIdentityPrimer. 

17 This is one of the requirements for establishing an identity assurance level. See Appendix C of the 
Standard on Identity and Credential Assurance [TBS c., 2013]. 

http://bit.ly/FunctionalIdentityPrimer
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4.2 Defining the Population 710 

In the Canadian context, the universe of persons is defined as all citizens and residents 711 
of Canada (including deceased persons) for whom an identity has been established in 712 
Canada. The universe of organizations is defined as all organizations registered in 713 
Canada (including inactive organizations) for which an identity has been established in 714 
Canada. Those persons or organizations that fall within the mandate of a program or 715 
service constitute the population of the program or service18.  716 

In the public sector, the following are some examples of program/service populations in 717 
Canada: 718 

 Persons who were born in Alberta 719 

 Persons who are required to file a federal income tax return 720 

 Persons who are licensed to drive in Quebec 721 

 Persons who are military veterans 722 

 Persons who are covered by provincial health insurance in Ontario 723 

 Organizations which are licensed to cultivate cannabis in Canada 724 

 Organizations which are required to register with FINTRAC  725 

 Organizations which are licensed to cut timber in British Columbia 726 

 Organizations which are subject to the supervision of the Office of the 727 
Superintendent of Financial Institutions 728 

 Organizations which are licensed to construct and operate oil and gas 729 
facilities in Saskatchewan 730 

4.3 Defining the Identity Context 731 

In delivering their programs and services, program/service providers operate within a 732 
certain environment or set of circumstances, which in the domain of identity 733 
management is referred to as the identity context. Identity context is determined by 734 
factors such as mandate, target population (i.e., clients, customer base), and other 735 
responsibilities prescribed by legislation or agreements. 736 

  737 

                                                      

18 The characteristics of a program/service population are a key factor in determining identity context. See 
the next section.  
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Understanding and defining the identity context assists program/service providers in 738 
determining what identity information is required and what identity information is not 739 
required. Identity context also assists in determining commonalities with other 740 
program/service providers, and whether identity information and assurance processes 741 
can be leveraged across contexts. 742 

The following considerations should be kept in mind when defining the identity context 743 
of a given program or service:  744 

 Intended recipients of the program or service – recipients may be external to the 745 
program/service provider (e.g., citizens, businesses, non-profit organizations), or 746 
internal to the program/service provider (e.g., employees, departments) 747 

 Size, characteristics, and composition of the client population 748 

 Commonalities with other programs and services (i.e., across program/service 749 
providers) 750 

 Program/service providers with similar mandates 751 

 Use of shared services where the shared service delivery context may differ from 752 
the program context 753 

4.4 Determining Identity Information Requirements 754 

A property or characteristic associated with an identifiable person or organization is 755 
referred to as an identity attribute or an identity data element. Examples of identity 756 
attributes for a person include name and date of birth. Examples of identity attributes 757 
for an organization include legal name and date of creation. For any given program or 758 
service, identity information is the set of identity attributes that is both: 759 

 Sufficient to distinguish between different persons or organizations within the 760 
program/service population (i.e., achieve the uniqueness requirement for 761 
identity); and 762 

 Sufficient to describe the person or organization as required by the program or 763 
service. 764 

Identity information is a strict subset of the much broader set of information referred to 765 
as either personal information (“information about an identifiable person”) or 766 
organizational information (“information about an identifiable organization”). Personal 767 
information or organizational information that is collected and used for the specific 768 
purpose of administering a program or delivering a service is referred to as program-769 
specific personal information or program-specific organizational information. Program-770 
specific personal information is usually restricted to the program and constrained by 771 
privacy legislation to ensure consistent use for which it was collected (e.g., to determine 772 
program eligibility), with a few exceptions. 773 
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When determining the identity information requirements for a program or service, 774 
program/service providers need to distinguish between identity information and 775 
program-specific personal information, as these can overlap19. For example, date of 776 
birth can be used to help achieve identity uniqueness (i.e., it is used as identity 777 
information) – but date of birth can also be used as an age eligibility requirement (i.e., it 778 
is used as program-specific personal information). When overlap between identity 779 
information and program-specific personal information occurs, it is a good practice to 780 
describe both purposes. This ensures that the use of identity information is consistent 781 
with the original purpose for which the identity information was obtained and that it 782 
can be managed separately or additionally protected by appropriate security and 783 
privacy controls. Program/service providers are advised to reduce the overlap between 784 
identity information and program-specific personal information as much as possible. 785 

4.4.1 Identifier 786 

The set of identity attributes that is used to uniquely distinguish a particular person or 787 
organization within a program/service population is referred to as an identifier. This set 788 
of identity attributes is usually a subset of the identity information requirements of a 789 
program or service. 790 

Different sets of identity attributes may be specified as an identifier depending on 791 
program or service requirements and, in some cases, legislation and regulation. For 792 
example, one program may specify name and date of birth as the identifier set of 793 
identity attributes. Another program may specify name, date of birth, and sex as the 794 
identifier set of identity attributes. Yet another program may use an assigned identifier20 795 
(such as a health insurance number or a business number) as the identifier set of 796 
identity attributes.  797 

When determining the set of identity attributes to be used as an identifier, the following 798 
factors should be considered: 799 

 Universality – Every person or organization within the program/service 800 
population must possess the identifier set of identity attributes. However, even 801 
when an identity attribute is universal, widespread missing or incomplete values 802 
for the identity attribute may render it useless as part of an identifier set. For 803 
example, many dates of birth for persons born outside of Canada consist only of 804 
the year or the year and the month.   805 

  806 

                                                      

19 This is usually not an issue for organizational information.  

20 See the next section. 
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 Uniqueness – The values associated with the identity attributes must be 807 
sufficiently different for each person or organization within the program/service 808 
population that the persons or organizations within the program/service 809 
population can be distinguished from one another. For example, date of birth 810 
information by itself is insufficient to distinguish between persons in a 811 
population because many people have the same birthdate.   812 

 Constancy – The values associated with the identity attributes should vary 813 
minimally (if at all) over time. For example, having address information in the 814 
identifier set is problematic because a person’s address is likely to change several 815 
times in their lifetime. 816 

 Collectability – Obtaining a set of values for the identity attributes should be 817 
relatively easy. For example, human DNA sequences are universal, unique, and 818 
very stable over time, but they are somewhat difficult to obtain. 819 

These four factors are not an exhaustive list. Another factor that might be considered is 820 
whether the program or service has the legal authority to collect the identity attribute. 821 
Yet another factor might be the degree of invasiveness of collecting an identity attribute 822 
when other identity attributes might be sufficient for the purpose (e.g., DNA samples 823 
shouldn’t be collected where name would suffice). 824 

4.4.2 Assigned Identifier 825 

It is generally agreed that name and date of birth comprise the minimum set of identity 826 
attributes required to constitute an identifier for a person. Analyses21 have shown that a 827 
combination of name (surname + first given name) and full date of birth will distinguish 828 
between upwards of 96% of the persons in any population. While adding other identity 829 
attributes (e.g., sex, place of birth) to the set provides some marginal improvement, no 830 
combination of identity attributes can guarantee absolute uniqueness for 100% of a 831 
given population. 832 

Consequently, due to the potential for identity overlap in whatever residual percentage 833 
of the population remains, program/service providers employ the use of an assigned 834 
identifier. An assigned identifier is an artificial identity attribute that is used solely for 835 
the purpose of providing identity uniqueness. It consists of a numeric or alphanumeric 836 
string that is generated automatically and is assigned to a person or organization at the 837 
time of identity establishment. 838 

  839 

                                                      

21 NASPO IDPV Project, Report of the IDPV Identity Resolution Project, February 17, 2014 
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However, before an assigned identifier can be associated with a person or organization, 840 
the uniqueness of the person’s or organization’s identity within the relevant population 841 
must first be established (i.e., identity resolution must be achieved [see the next 842 
section]) through the use of other identity attributes (e.g., name, date of birth, etc.). 843 
Therefore, the use of an assigned identifier does not eliminate the need for traditional 844 
identity resolution techniques, but it does reduce the need to a one-time only 845 
occurrence for each person or organization within a population.   846 

Once associated with a person or organization, an assigned identifier uniquely 847 
distinguishes that person or organization from all other persons or organizations in a 848 
population without the use of any other identity attributes. Examples of assigned 849 
identifiers include birth registration numbers, business numbers, driver’s license 850 
numbers, social insurance numbers, and customer account numbers. The following 851 
considerations apply to the use of assigned identifiers: 852 

 Assigned identifiers may be kept internal to the program that maintains them.  853 

 Assigned identifiers maintained by one program may be provided to other 854 
programs so that those programs can also use the assigned identifier to 855 
distinguish between different persons or organizations within their 856 
program/service population; however, there may be restrictions on this practice 857 
due to privacy considerations or legislation. 858 

 Certain assigned identifiers may be subject to legal and policy restrictions which 859 
may vary between sectors and jurisdictions. For example, the Government of 860 
Canada imposes restrictions on the collection, use, retention, disclosure, and 861 
disposal of the social insurance number. 862 

4.5 Identity Resolution 863 

Identity resolution is defined as the establishment of the uniqueness of a person or 864 
organization within a program/service population through the use of identity 865 
information. A program or service defines its identity resolution requirements in terms 866 
of identity attributes; that is, it specifies the set of identity attributes that is required to 867 
achieve identity resolution within its population. Since the identifier is the set of identity 868 
attributes that is used to uniquely distinguish a unique and particular person or 869 
organization within a program/service population, the identifier is the means by which 870 
identity resolution is achieved.  871 
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4.6 Ensuring the Accuracy of Identity Information 872 

Identity information must be accurate, complete, and up to date22. Accuracy ensures 873 
the quality of identity information. It ensures that the information represents what is 874 
true about a person or organization, and that it is complete and up to date.  875 

For identity information to be considered accurate, three requirements must be met:  876 

 The identity information is correct and up to date. Identity information, due to 877 
certain life events (e.g., marriage), may change over time. Ongoing updates to 878 
identity information may be required; otherwise, it becomes incorrect.  879 

 The identity information relates to a real person or organization. Identity 880 
information must be associated with a person or organization which actually 881 
exists or existed at some point in time.  882 

 The identity information relates to the correct person or organization. In large 883 
populations, persons or organizations may have the same or similar identity 884 
information as other persons or organizations. While the requirement for 885 
identity uniqueness addresses this issue, the possibility of relating identity 886 
information to the wrong person or organization still remains.  887 

It is the responsibility of program/service providers to ensure the accuracy of the 888 
identity information that is used within their programs and services. The accuracy of 889 
identity information can be ensured by using an authoritative source. There are two 890 
methods by which this can be achieved: 891 

 On an as needed basis, request the identity information from an authoritative 892 
source. This process is referred to as identity information retrieval. For example, 893 
a person’s place of birth might be electronically retrieved from the federal 894 
registry of persons born abroad.  895 

 Subscribe to a notification service provided by an authoritative source. This 896 
process is referred to as identity information notification. For example, death 897 
notifications might be received from a provincial vital statistics registry.  898 

These methods can be used independently or in combination, and an effective strategy 899 
usually requires the use of both. 900 

If ensuring the accuracy of identity information by means of an authoritative source is 901 
not feasible, other methods may be employed, such as corroborating identity 902 
information using one or more instances of evidence of identity.  903 

 904 

                                                      

22 This is one of the requirements for establishing an identity assurance level. See Appendix C of the 
Standard on Identity and Credential Assurance [TBS c., 2013]. 
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  905 
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5 APPENDIX C: PERSONS AND ORGANIZATIONS 906 

This appendix provides some additional background information on the nature of 907 
persons and organizations from a strictly legal perspective. 908 

5.1 Legal Entities 909 

In law there are of two kinds of legal entities: human beings which are known as natural 910 
persons (also called physical persons), and non-human juridical persons – also 911 
called juridic persons, juristic persons, artificial persons, legal persons, or fictitious 912 
persons (Latin: persona ficta) – such as a corporation, a firm, a business or non-business 913 
group, or a government agency, etc., that are treated in law as if they were natural 914 
persons. Note, however, that the use of the term legal person to represent only a non-915 
human legal entity is incorrect. In law, both human and non-human legal entities are 916 
recognized as legal persons that have certain privileges and obligations such as the legal 917 
capacity to enter into contracts, to sue, and to be sued. 918 

Human beings acquire legal personhood when they are born (or even before [i.e., a 919 
foetus] in some jurisdictions). Juridical persons acquire legal personhood when they 920 
are incorporated in accordance with law. The term legal personality is used to describe 921 
the characteristic of having acquired the status of legal personhood. 922 

Legal personhood is a prerequisite to legal capacity i.e., the ability of any legal person to 923 
transact (enter into, amend, transfer, etc.) rights and obligations. For example, 924 
in international law legal personality is a prerequisite for an international 925 
organization to be able to sign international treaties in its own name. 926 

5.2 Juridical Persons  927 

A juridical person has a legal name and has certain rights, protections, privileges, 928 
responsibilities, and liabilities in law, similar to those of a natural person. The concept of 929 
a juridical person is a fundamental legal fiction. It is pertinent to the philosophy of law, 930 
as it is essential to laws affecting a corporation (i.e., corporate law). 931 

Juridical personality is the characteristic of a non-living legal entity regarded by law to 932 
have the status of legal personhood. 933 

Juridical personhood allows one or more natural persons (universitas personarum) to 934 
act as a single entity (a body corporate) for legal purposes. In many jurisdictions, 935 
juridical personality allows that entity to be considered under law separately from its 936 
individual members (for example in a company limited by shares, its shareholders). A 937 
juridical person may sue and be sued, enter contracts, incur debt, and own property. A 938 
juridical person may also be subjected to certain legal obligations, such as the payment 939 
of taxes. An entity with juridical personality may shield its members from personal 940 
liability. 941 

  942 
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In some common law jurisdictions a distinction is drawn between a corporation 943 
aggregate (such as a company, which is composed of a number of members) and 944 
a corporation sole, which is a public office of legal personality separated from the 945 
individual holding the office. Historically, most corporations sole were ecclesiastical in 946 
nature (for example, the office of the Archbishop of Canterbury is a corporation sole), 947 
but a number of other public offices are now formed as corporations sole. 948 

The concept of juridical personality is not absolute. "Piercing the corporate veil" refers 949 
to looking at the individual natural persons acting as agents involved in a company 950 
action or decision. This may result in a legal decision in which the rights or duties of a 951 
corporation or public limited company are treated as the rights or liabilities of that 952 
corporation's members or directors. 953 

5.3 History of Juridical Persons  954 

The concept of legal personhood for organizations of people (juridical personhood) is at 955 
least as old as Ancient Rome: a variety of collegial institutions enjoyed the benefit 956 
under Roman law. 957 

The doctrine of juridical personhood has been attributed to Pope Innocent IV who 958 
helped to spread the idea of persona ficta. In canon law, the doctrine of persona 959 
ficta allowed monasteries to have a legal existence that was apart from the monks, 960 
simplifying the difficulty in balancing the need for such groups to have infrastructure 961 
though the monks themselves took vows of personal poverty. Another effect of this was 962 
that as a fictional person, a monastery could not be held guilty of delict23 due to not 963 
having a soul, helping to protect the organization from non-contractual obligations to 964 
surrounding communities. This effectively moved such liability to individuals acting 965 
within the organization while protecting the structure itself, since individuals were 966 
considered to have a soul and therefore capable of being guilty of negligence.  967 

In the common law tradition, only a natural person could sue or be sued. This was not a 968 
problem in the era before the Industrial Revolution, when the typical business venture 969 
was either a sole proprietorship or partnership – the owners were simply liable for the 970 
debts of the business. A feature of the corporation, however, is that the 971 
owners/shareholders enjoyed limited liability – the owners were not liable for the debts 972 
of the company. Thus, when a corporation breached a contract or broke a law, there 973 
was no remedy, because limited liability protected the owners and the corporation 974 
wasn't a legal person subject to the law. There was no accountability for corporate 975 
wrongdoing. 976 

  977 

                                                      

23 Delict is a term in civil law jurisdictions for a civil wrong consisting of an intentional or negligent breach 
of duty of care that inflicts loss or harm and which triggers legal liability for the wrongdoer. 
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To resolve this issue, the legal personality of a corporation was established to include 978 
five legal rights: the right to a common treasury or chest (including the right to own 979 
property), the right to a corporate seal (i.e., the right to make and sign contracts), the 980 
right to sue and be sued (to enforce contracts), the right to hire agents (employees), and 981 
the right to make by-laws (self-governance). 982 

Since the 19th century, legal personhood of an organization has been further construed 983 
to make it a citizen, resident, or domiciliary of a state. The concept of a juridical person 984 
is now central to Western law in both common-law and civil-law countries, but it is also 985 
found in virtually every legal system.  986 

5.4 Examples of Juridical Persons  987 

Some examples of juridical persons include: 988 

 Corporation: A body corporate created by statute or charter. A corporation 989 
aggregate is a corporation constituted by two or more natural persons. 990 
A corporation sole is a corporation constituted by a single natural person, in a 991 
particular capacity, and that person's successors in the same capacity, in order to 992 
give them some legal benefit or advantage, particularly that of perpetuity, which 993 
a natural person cannot have. Examples of corporations sole are a religious 994 
officiant in that capacity, or The Crown in the Commonwealth realms. Municipal 995 
corporations (municipalities) are "creatures of statute". Other organizations may 996 
be created by statute as legal persons including European economic interest 997 
groupings (EEIGs).  998 

 Partnership: An aggregate of two or more natural persons to carry on a business 999 
in common for profit and created by agreement. Traditionally, partnerships did 1000 
not have continuing legal personality, but many jurisdictions now treat them as 1001 
having such.  1002 

 Company: A form of business association that carries on an industrial enterprise.  1003 
A company is often a corporation, although a company may take other forms, 1004 
such as a trade union, an unlimited company, a trust, or a fund. A limited liability 1005 
company – whether it is a private company limited by guarantee, a private 1006 
company limited by shares, or a public limited company – is a business 1007 
association having certain characteristics of both a corporation and a 1008 
partnership. Different types of companies have a complex variety of advantages 1009 
and disadvantages.  1010 

 Cooperative (co-op): A business organization owned and democratically 1011 
operated by a group of natural persons for their mutual benefit.  1012 

 Unincorporated association: An aggregate of two or more natural persons which 1013 
are treated as juridical persons in some jurisdictions but not others.  1014 

  1015 
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 Sovereign states are juridical persons.  1016 

 In the international legal system, various organizations possess legal personality. 1017 
These include intergovernmental organizations (e.g., the United Nations, 1018 
the Council of Europe) and some other international organizations (including 1019 
the Sovereign Military Order of Malta, a religious order).  1020 

 The European Union (EU) has had legal personality since the Lisbon 1021 
Treaty entered into force on December 1, 2009. That the EU has legal personality 1022 
is a prerequisite for the EU to join the European Convention on Human Rights 1023 
(ECHR). However, in 2014, the EU decided not to be bound by the rulings of 1024 
the European Court of Human Rights.  1025 

 Temples, in some legal systems, have separate legal personality.  1026 

Not all organizations have legal personality. For example, the board of directors of a 1027 
corporation, legislature, or governmental agency typically are not legal persons in that 1028 
they have no ability to exercise legal rights independent of the corporation or political 1029 
body of which they are a part. 1030 

5.5 Legal Entity Information 1031 

In Canada, the treatment and handling of personal information (information about an 1032 
identifiable person) and organizational information (information about an identifiable 1033 
organization) differs significantly. This is shown in the following table:  1034 

 1035 

Legislative and 
Regulatory Provisions 

Scope and Application 

Personal Information Organizational Information 

Privacy  All N/A 

Protection All Some 

 1036 

From this table it can be seen that whereas all personal information is subject to privacy 1037 
and protection guarantees, organizational information is not considered private but 1038 
some organizational information may be protected by confidentiality agreements.    1039 
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6 APPENDIX D: IDENTITY AND CREDENTIAL VERIFICATION 1040 

This appendix provides some additional background information on the nature of 1041 
identity verification and credential verification. 1042 

6.1 Identity Verification  1043 

Identity Verification is the process of confirming that the identity information is under 1044 
the control of the Subject. It should be noted that this process may use personal 1045 
information or organizational information that is not related to identity. There are 4 1046 
methods used to achieve identity verification: 1047 

Knowledge-based confirmation: An identity verification method that uses 1048 
personal or organizational information or shared secrets to prove that the 1049 
person or organization presenting the identity information is in control of the 1050 
identity. Knowledge-based confirmation is achieved by means of the challenge-1051 
response model: the person or organization presenting the identity information 1052 
is asked questions, the answers to which (in theory, at least) only they and the 1053 
interrogator would know (e.g., financial information, credit history, shared 1054 
secret, cryptographic key, mailed-out access code, password, personal 1055 
identification number, assigned identifier).  1056 

Biological or behavioural characteristic confirmation: An identity verification 1057 
method that uses biological (anatomical and physiological) characteristics (e.g., 1058 
face, fingerprints, retinas) or behavioural characteristics (e.g., keyboard stroke 1059 
timing, gait) to prove that the person presenting the identity information is in 1060 
control of the identity. Biological or behavioural characteristic confirmation is 1061 
achieved by means of the challenge-response model: the biological or 1062 
behavioural characteristics recorded on a document or in a data store are 1063 
compared to the person presenting the identity information 1064 

Physical possession confirmation: An identity verification method that requires 1065 
physical possession or presentation of evidence to prove that the person or 1066 
organization presenting the identity information is in control of the identity. 1067 

Trusted referee confirmation: An identity verification method that relies on a 1068 
trusted referee to prove that the person or organization presenting the identity 1069 
information is in control of the identity. The type of trusted referee and their 1070 
acceptability is determined by program-specific criteria. Examples of trusted 1071 
referees include guarantors, notaries, accountants, and certified agents.  1072 

  1073 
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6.2 Credential Verification  1074 

Credential Verification is the process of verifying that a Holder has control over an 1075 
issued credential. Control of an issued credential is verified by means of one or more 1076 
authenticators. The degree of control over the issued credential and the status of the 1077 
issued credential (i.e., not tampered with, corrupted, modified, suspended, or revoked) 1078 
can be used to generate a level of assurance. The Credential Verification process is also 1079 
used to prove that the Holder is the same entity as the entity in the previous 1080 
transaction. 1081 

The Credential Verification process is dependent on the Credential-Authenticator 1082 
Binding process:  1083 

Credential-Authenticator Binding: The process of associating a credential issued 1084 
to a Holder with one or more authenticators.  1085 

An authenticator is something that a Holder controls that is used to prove that 1086 
the Holder has retained control over an issued credential. There are 3 types of 1087 
authenticators:  1088 

 Something the Holder has (e.g., a cryptographic key or a one-time-1089 
password). This is similar to physical possession confirmation used by 1090 
Identity Verification. 1091 

 Something the Holder knows (i.e., knowledge-based authenticators 1092 
[KBAs]) (e.g., a password, a response to a challenge question). This is 1093 
similar to knowledge-based confirmation used by Identity 1094 
Verification.  1095 

 Something the Holder is or does (e.g., face, fingerprints, retinas, 1096 
keyboard stroke timing, gait). This is similar to biological or 1097 
behavioural characteristic confirmation used by Identity Verification. 1098 

The Credential-Authenticator Binding process also includes authenticator life-1099 
cycle activities such as suspending authenticators (caused by a forgotten 1100 
password or a lockout due to successive failed authentications, inactivity, or 1101 
suspicious activity), removing authenticators, binding new authenticators, and 1102 
updating authenticators (e.g., changing a password, updating security questions 1103 
and answers, having a new facial photo taken). 1104 

  1105 
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7 APPENDIX E: GUIDELINES ON MUTUAL RECOGNITION 1106 

At this time, the mutual recognition process is still in its early stages. The following 1107 
sections outline some guidelines on mutual recognition at a high level. Detailed 1108 
guidance will follow in subsequent deliverables. 1109 

7.1 Planning and Engagement 1110 

The planning and engagement step should include the following: 1111 

 Define the Scope of the Assessment. The scope of the assessment may include 1112 
one or more parties acting in the roles defined as part of the digital ecosystem. 1113 
While the primary focus of the assessment is usually a jurisdiction as an “issuer”, 1114 
the assessment may include additional parties who have been delegated specific 1115 
business functions or roles. The PCTF model may also be used to clarify roles and 1116 
responsibilities that are relevant to, but not necessarily within the scope of the 1117 
formal assessment process. 1118 

 Formalize the Team. Formalize the mutual recognition project team who will be 1119 
responsible for the process and deliverables. The project team should consist of 1120 
the assessment team and members from the participating organizations who 1121 
have detailed operational knowledge of the program. 1122 

 Site Visit. The assessment team should perform a site visit. The desired outcome 1123 
is to ensure that the assessment team members can gain direct knowledge of 1124 
the program and establish close working relationships with the other mutual 1125 
recognition project team members to facilitate knowledge transfer and shared 1126 
understanding. 1127 

 Define a Discrete Work Stream. While the mutual recognition project team may 1128 
be integrated into a larger project initiative, the mutual recognition process 1129 
should be maintained as a discrete work stream. However, the work stream 1130 
should have tight synchronization with the other work streams, such as privacy 1131 
impact assessments, security assessment and authorization, and technical 1132 
integration. 1133 

 Engage Legal Counsel Early. It is recommended that legal counsel of all parties 1134 
be engaged early in the process. As the assessment process and the ensuing 1135 
arrangements may be new in relation to existing arrangements, there may be 1136 
implications for respective authorities and agreements.  1137 

 Engage Privacy and Security Early. It is recommended that the privacy and 1138 
security officials of all parties be engaged early in the process since Privacy 1139 
Impact Assessments and Security Assessments will need to be conducted.   1140 

  1141 
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 Records Management. Ensure that all evidence received, and assessment 1142 
documents and working drafts are filed in a proper records management system 1143 
under the appropriate security categorization. Upon completion of the 1144 
assessment, all material should be finalized as records for audit purposes.  1145 

7.2 Process Mapping  1146 

The following are some recommendations for the process mapping step: 1147 

 Define the Scope of the Mapping. Typically the mapping will be of an 1148 
established program or business line. The scope of the mapping may include 1149 
upstream programs such as vital statistics or external commercial service 1150 
providers. These may be included in the scope of the assessment or identified as 1151 
dependencies. 1152 

 Be Prepared for Terminology Variation. Many programs under assessment will 1153 
be well-established and using terminology for their context. The purpose of the 1154 
mapping process is not to introduce new terminology, but rather to map what 1155 
exists in name to what needs to be assessed using the PCTF.  1156 

 Work closely with all Team Members. A large part of the process mapping is a 1157 
discovery process by the team. While existing documentation may be the 1158 
primary source of information, interviews with subject matter experts and 1159 
operational personnel may be required. Workshops may also need to be held to 1160 
arrive at a common understanding and mapping.  1161 

 Clarify Responsibilities Between Parties. Similar processes may be carried out or 1162 
duplicated across the different parties. For example, “enrolment” in a digital 1163 
identity program, may be the same as or different from a subsequent 1164 
“enrolment” in a service that has accepted the digital identity. The mapping of 1165 
the atomic processes can help to clarify what may be a duplicate (i.e., 1166 
redundant) process to the user, and what may be specifically required for the 1167 
service. 1168 

7.3 Assessment  1169 

Assessment requires a judgment call by an impartial expert using the best and most 1170 
complete information available. At its simplest, the assessment determination may be a 1171 
simple PASS/FAIL. However, in practice, the assessor may require additional gradations 1172 
to express concerns made at the time of the determination or to reflect that 1173 
certain information may be incomplete or unavailable to the assessor. 1174 

The following are the assessment determinations that have been developed so far and 1175 
which may be adjusted over time. It is cautioned that assessment determinations having 1176 
too many gradations may make the assessment process less transparent. 1177 
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The current assessment determinations in use are: 1179 

 Accepted – The conformance criteria are met; 1180 

 Accepted with Observation – The conformance criteria are met, but a 1181 
dependency or contingency over which the assessed party might not have direct 1182 
control has been noted;  1183 

 Accepted with Recommendation – The conformance criteria are met, but a 1184 
potential improvement or enhancement should be implemented in the future; 1185 

 Accepted with Condition – The conformance criteria are not met, but the 1186 
atomic process is accepted due to the demonstration of safeguards, 1187 
compensating factors, or other assurances in place;  1188 

 Not Accepted – The conformance criteria are not met; or 1189 

 Not Applicable – The conformance criteria do not apply. 1190 

7.4 Acceptance 1191 

Upon completion of the assessment process, a Letter of Acceptance is issued to the 1192 
jurisdiction. This letter should: 1193 

 Be addressed to the person/organization/jurisdiction accountable for being the 1194 
issuer of the digital identity; 1195 

 Be signed by the person/organization/jurisdiction accepting the digital identity at 1196 
a given qualifier level; 1197 

 Include the specific scope or use of the digital identity, including the time period; 1198 
and, 1199 

 Include an annex listing the specific qualifiers (e.g., levels of assurance), and any 1200 
observations, conditions, or recommendations arising from the assessment 1201 
process. 1202 
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8 APPENDIX F: THEMATIC ISSUES 1208 

The PSP PCTF Working Group has identified several high-level thematic issues that the 1209 
group will address in the short to medium term.  1210 

Thematic Issue 1: Digital Relationships 1211 

We need to work on expanding our modeling and discussion of digital relationships – 1212 
currently, there is not much more than a definition.   1213 

Thematic Issue 2: The Evolving State of Credentials 1214 

We now find ourselves in the middle of some very interesting developments in the areas 1215 
of digital credentials. There is a sea-change happening in the industry where there is a 1216 
movement from ‘information-sharing’ to ‘presenting digital proofs’. There is some good 1217 
standards work going on at the W3C relating to verifiable credentials and decentralized 1218 
identifiers. 1219 

Due to these new developments, we are now seeing the possibility that the traditional 1220 
intermediated services (such as centralized/federated login providers) may disappear 1221 
due to new technological advancements. This may not happen in the near future, but 1222 
we are currently adjusting the PCTF model to incorporate the broader notion of a 1223 
verifiable credential and are generalizing it to allow physical credentials (e.g., birth 1224 
certificates, driver’s licences) to evolve digitally within the model.  1225 

We are not sure that we have the model completely right (yet), but nonetheless Canada 1226 
seems to be moving into the lead in understanding the implications of applying these 1227 
technologies at ecosystem-scale (both public and private). As such, we are getting 1228 
inquiries about how the PCTF might facilitate the migration to digital ecosystems and to 1229 
new standards-based digital credentials, open-standards verification systems, and 1230 
international interoperability. 1231 

Thematic Issue 3: Informed Consent 1232 

Informed consent is an evolving area and we don’t think the PCTF currently captures all 1233 
the issues and nuances surrounding this topic especially in relation to the public sector. 1234 
We have incorporated material from the DIACC and we have adjusted this material for 1235 
public sector considerations, but we feel that much more work needs to be done. In the 1236 
meantime, we feel that we have enough clarity in the PCTF to proceed with assessments 1237 
– but we are ready to make changes if necessary. 1238 

  1239 



UNCLASSIFIED / NON CLASSIFIÉ 
 

PSP PCTF Working Group  Page 68 
The Public Sector Profile of the PCTF Version 1.1 Consultation Draft v0.4 – 2020-06-02  

Thematic Issue 4: Scope of the PCTF 1240 

Some have suggested that the scope of the PCTF should be broadened to include 1241 
academic qualifications, professional designations, etc. We are currently experimenting 1242 
with pilots in these areas with other countries. We have anticipated extensibility 1243 
through the generalization of the PCTF model and the potential addition of new atomic 1244 
processes. Keep in mind however, that digital identity is a very specific but hugely 1245 
important use case that we need to get right first. We are not yet ready to entertain a 1246 
broadened scope for the PCTF into other areas, but soon we will. 1247 

Thematic Issue 5: Additional Detail 1248 

Many questions have been asked about the current version of this document in regards 1249 
to the specific application of the PCTF. While we have a good idea, we still don’t have all 1250 
of the answers. Much of this detail will be derived from the actual application of the 1251 
PCTF (as was done with Alberta and British Columbia). The PCTF will be supplemented 1252 
with detailed guidance in a separate document. 1253 

Thematic Issue 6: Unregistered Organizations 1254 

Currently, the scope of PCTF includes “all organizations registered in Canada (including 1255 
inactive organizations) for which an identity has been established in Canada”. There are 1256 
also many kinds of unregistered organizations operating in Canada such as sole 1257 
proprietorships, trade unions, co-ops, NGOs, unregistered charities, and trusts. An 1258 
analysis of these unregistered organizations in relation to the PCTF needs to be 1259 
undertaken.    1260 

Thematic Issue 7: Assessing Outsourced Atomic Processes 1261 

Section 2.4.3 states that:  1262 

by design, the PCTF does not assume that a single provider is solely responsible 1263 
for all of the atomic processes. Therefore, several bodies might be involved in 1264 
the PCTF assessment process, focusing on different atomic processes, or 1265 
different aspects (e.g., security, privacy, service delivery). Consideration must be 1266 
given as to how to coordinate several bodies that might need to work together 1267 
to yield an overall PCTF assessment. The organization being assessed is 1268 
accountable for all parties within the scope of the assessment. The organization 1269 
may decide that this is not feasible, nonetheless the organization remains 1270 
accountable. Such cases will be noted in the assessment. 1271 

The Issuer in this model is the authority ultimately accountable. Although an Issuer may 1272 
choose to outsource or delegate the responsibility of the Credential Issuance atomic 1273 
process to another body, the accountability remains with the Issuer.  1274 

We need to determine how multi-actor assessments will be conducted. It has been 1275 
suggested that the organization being assessed should have the authority to speak to 1276 
how well other organizations perform atomic processes on its behalf.  1277 
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Thematic Issue 8: The Identity Continuity Atomic Process 1278 

The Identity Continuity atomic process is defined as: 1279 

the process of dynamically confirming that the Subject has a continuous 1280 
existence over time (i.e., “genuine presence”). This process can be used to 1281 
ensure that there is no malicious or fraudulent activity (past or present) and to 1282 
address identity spoofing concerns. 1283 

It has been noted that there are privacy concerns with the notion of "dynamically 1284 
confirming" the continuous existence of a Subject over time. We need to come up with 1285 
a more precise and privacy-respecting definition of the Identity Continuity atomic 1286 
process.  1287 

Thematic Issue 9: Signature 1288 

Appendix A defines signature as: 1289 

an electronic representation where, at a minimum: the person signing the data 1290 
can be associated with the electronic representation, it is clear that the person 1291 
intended to sign, the reason or purpose for signing is conveyed, and the data 1292 
integrity of the signed transaction is maintained, including the original. 1293 

We need to explore how the concept of signature is to be applied in the context of the 1294 
PCTF.  1295 

Thematic Issue 10: Foundation Name, Primary Name, Legal Name 1296 

Appendix A has definitions for Foundation Name, Primary Name, and Legal Name.  1297 

The three terms more or less mean the same thing. We need to pick the preferred term 1298 
and be consistent in its usage. 1299 

Thematic Issue 11: Review of the Appendices 1300 

At some point we should undertake a full review of the current appendices. For each 1301 
appendix, we need to evaluate its utility, applicability, and appropriateness, and 1302 
determine if it should continue to be included in the PCTF document. Some appendices 1303 
will remain; some may be moved to a guidelines document; while others might be 1304 
discarded outright. Some of the appendices that remain may need to be amended. 1305 
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a. A Primer on Functional Identity (2018) 1343 
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