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EXECUTIVE SUMMARY

This document describégersion 1.1of the public sector profile of th€®anCanadian
Trust Framework (PCT.Hjhe document is structured as follows:

9 Section ldescribes the purpose and audience of the document
1 Section 2describes the main elements of the PCakd

1 Sections 3 throughl2 are a set ofappendiceswhich provide terms and
definitions, more detailed informatioron selected topics related to the PCEF
list of issues that will be resolved in future versions of the documant a
bibliography

The ParCanadian Trust Framework will facilitate the transition to a digital ecosystem
for citizens and residents of CanadA. Canadian digital ecosystem wificrease
efficiency and secure interoperability between existing business processes, such as open
banking, business licencing, and public sector service delivery.

The PCTF is simple and integrative; technoebugyostic; complementary to existing
frameworks; clearly linked to policy, regulation, and legislation; and is designed to apply
relevant standards to key processes and capabilities.

The PCTF facilitates a common approach between all levels of government and the
private sector therebyserving the neesd of the various communities who need to trust
digital identities. The PCTF is defined in a way that encourages innovation and the
evolution of the digital ecosystem. The PCTF allows for the interoperability of different
platforms, services, architectureand technologies.

The PCTF defines two types digital representationsthat are essential for the
development of the digital ecosystem:

1. Digital identitiesof entities such apersons organizationsand devicesand
2. Digital relationshipdetweenentities.

The PCTF supports the acceptance of digital identities and digital relationships by
defining a set of discrete process patterns, knownagsmic processeslThese atomic
processes can be mapped to existing business processes, indepgndesgssed using
conformance criterig and certified to be trusted and interoperable within the digital
ecosystem

! The conformance criteria ammaintainedin a separate document
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1 INTRODUCTION

The purpose of this document is tescribethe public sector profile of thePan
Canadian Trust Framenk (PCTE)

The audience for this document includes:

1 Business owners and program manageit® enable digital identity solutions
in order to achieve business objectives or program outcomes;

1 Regulatory and oversight bodiesto understand the implications on their
role in the digital ecosystepand

71 Digital identity technology and service providerso understand where they
fit in the digital ecosystemand to help define requirements for their
products and services

Definitions of various terms used in this document can be foundippendixA: Terms
and Definitions

2 Development of thepublic sector profile of thé?anCanadian Trust Framework is a collaborative effort
led bythe Joint Councils of Canada, a forum consisting of the Public Sector Chiefalmdor Officer
Council (PSCIOC) and the Public Sector Service Delivery Council (FBSD@)cument has been
developed by théPublic Sector ProfilECTF Working GrouPp$HPCTF WG) fahe purposes of discussion
and consultation, and its contents havetnget been endorsed byhe Joint CouncilsThis material is
published under the Open Government License; Canada which can be found at:
https://open.canada.ca/en/opemgjovernmentlicence-canada
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2 THE PAN-CANADIAN TRUST FRAMEWORK

2.1 Overview

2.1.1 Background

The identity managementecosystemin Canada iscomprised of multiple identity
providers relying on authoritative source registries that span provifteratorial and
federal jurisdictions.Gonsequerly, the Canadianecosystememploys a federated
identity model.

The ParCanadian Trust Framework (PCTF) is an outcome of th€&aadian approach
for federating identities which is an agreement on the principles aaddards to be
used when developing identity solutioAsThis approachembodied in the PCTHks
intended to facilitate the transition to a digital ecosysterwhich will enable
transformative digital service delivery solutiolos citizens and residents @anada.

2.1.2 What is the PCTF?

The PCTHs amodel that consists of aet of agreeebn conceptsdefinitions,processes,
conformancecriteria, andanassessmentapproach i A & y204 | aadl yRI NRE
instead, a framework thatelates and appliegxisting standardspolides, guicklines

and practicesand where such standards and policies do not esecifies additional

criteria. The role of the PCTF is tonsplement existing standards and policiegh as

those concerned with security, privacy, and service delivery.

The PCTF facilitates a common approach between the public sector and the private
sector.Use of he PCTF enswalignment, interoperability, and confidence of digital
identity solutions that are intended to work across organizationalectoral, and
jurisdictional boundaries.In addition, the PCTF supplements existing legislation,
regulations, and policies

The PCTF supports the acceptance and mutual recognition of:

1 Digital identities of entities such apersons and organizationand

1 Digital relationships betweeentities.
The PCTFRefinesa set ofdiscreteprocesspatterns(calledatomic processgghat can be
mapped to business processeBhis mappingnakes possibl@ structured assessment

and evaluation of a digital identityolutionand identifesany dependencies on external
organizations and providers.

3 SeeGuideline ondentity AssurancflBS d., 2017].
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227 The PCTF is technoleggnosticand is deihed in a way that encourages innovation and
228 participation in the digital ecosystenit allows for the interoperability of different
229 platforms, services, architectures, and technologies. Furthermore P@&F is designed
230 to take into considerationnternational digital identity frameworksuch as

231 1 The Electronic Identification, Authentication, and Trust Services (elDAS);
232 1 The Financial Action Task Force (FATF); and
233 1 The United Nations Commission on International Trade LAW(TRAL).

234  Finally, it should be noted that thBublic Sector Profile of theCTF, in itself, is not a
235 governancdramework.Instead, it is a tool to help assess a digital identity program or service.

236 2.1.3 Scope of the PCTF
237  Currently, he scope of the Pa@analian Trust Framework is:

238 1 Persons in Canadall citizens and residents of Canada (including deceased
239 persons) for whom an identity has been established in Canada,;
240 1 Organizations in Canadall organizations registered in Canada (including
241 inactive organizaons) for which an identity has been established in Canada;
242 and
243 1 Relationships in Canadaof persons to persons, organizations to
244 organizations, and persons to organizations.
245
246
247
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2.2 The PCTF Model

The PCTF Model, as shown in Figure 1, is aléngh overview of the PCTF in diagram
form.

Normative Core Mutual Recognition
Digital Representations Process Mapping
]
o
o) .
Identity Domains 5 0 Alignment to Other
o ] Frameworks
o =
c B
Atomic and Compound g S
= o Assessment
Processes Lo
S
o
Dependencies Acceptance

Supporting Infrastructure

Digital Ecosystem Roles and Information Flows

Figurel: ThePan-CanadianTrust Famework Model

The PCTF model consistdair maincomponents:

1. A Normative Corecomponentthat encapsulates the key concepts of the
PCTF;

2. A Mutual Recognitioncomponent that outlines thecurrent methodology
that is used to assess and certify actors in the digital ecosystem

3. A Supporting Infrastructurecomponent that describethe set of operational
and technical policies, rules, and standards that serve as the primary
enablers of a digital ecosystem; and

4. A Digital Ecosystem Roleand Information Flowscomponentthat defines
the roles and information flars within the digital ecosystem
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All items in the "Normative Core" component are prescriptive. The section on the

"Mutual Recognition" component describes a recommended methodology but it is not
mandatory that the methodology be followed. The sections da& & { dzLJLJ2 NI A y 3
LYFNF &G§NHzZOGdzNBE¢ YR b5AIAGEFHE 902aeadasSy w2t S
descriptive only and not prescriptive.

The four components of the PCTF are described in more detail in the subsequent four
sections of this document (Secti®2.3 to 2.6 inclusive).
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2.3 Normative Core

2.3.1 Digital Representations

A digital representation i@n electronic representation of an entity or an electronic
representation of the relationship between twar moreentities. Digital representations
are intended to model realvorld actors, such as persgr@ganizationsand devices

Currently, the PCTIEcognizes two types of digital representations:

1 Digital Identity. An electronic representation of an entity, used exclusively
by that same entity, to access valued services and to carry out transactions
with trust and confidence.

71 Digital Relationship An electronic representation of the relationship ah
entity to otherentities.

A digital representations the final output of a set of processes and therefoem be
conceptualized as a set sfate transitiongsee Section 2.3.3)

As the PCTF evolves these digital representations will be extended to include other
typesof entitiessuch as digital assets. It is also anticipated that in the future the PCTF
will be used to facilitate the mutual recognition of daj representations between
countries.

2.3.1.1 Entities

An entity is a thing with a distinct and independent existence such as a person,
organization, or devic¢hat can be subject to legislation, policy, or regulations within a
context, and which may have cam rights, duties, and obligationg\n entity can
perform one or more roles in the digital ecosystem.

There are two types of entities: atomic entities and compound enti#dgsatomic entity
is an entity that cannot be decomposed into smaller unitssBes are atomic entities. A
compound entity is an entitythat is comprised of one or more atomic entities.
Organizations are compound entitigsgure? illustrates the two types of entities.
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Compound Entity

Atomic
Entity,
Atomic
Entity,
Atomic
Entity;

Figure2: Atomic Entities andCompound Entities

2.3.1.2 Entities and Relationships

A relationshipis an association between two or more entitfesSome examples of
relationships are:

1 Person to Person (e.g., a married couple)
1 Person to Organization (e.qan employee of a corporatign
1 Organiation to Organization (e.g., a subsidiary of a parent corporation)

Figure 3 illustratesa network of relationships between entitie§he entities in this
diagram can beray combination of atomic entities and compound entities.

4 For more information on relationships see Appendix D.
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Entity, » Relationship; < Entity,
Relationship, Entity, » Relationship;
Entity, Entity;
315
316
317 Figure3: A Network of Entities andRelationships
318

319 Figure 4shows a more detailed view of a network of relationships between two
320 compound entitiesNote that one of the compound entities has an internal network of
321 relationships between two atomic entities.

322
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Compound Entity,

Atomic
Compound Entity, Entity,
Ato!nic » Relationship, |«
Entity, y
Relationship,

Atomic
Entity;

Figure4: A Network ofCompoundEntities and Relationships

2.3.1.3 Attributes

An attribute is defined as a property or characteristic of a thinthe PCTF recognizes
three types of attribués entity attributes, relationship attributes, and credential
attributes. Entity attributes and relationshipt@ibutes are used to express claifns

5 There is a special kind of attribute that is referred to adeaved predicateA derived predicate is an
attribute that takes the form of éBooleanvalue (i.e., dTrue" or "False" valuethat is based upon the
valugs) of one or more other attributes. For example, a derived predicate attribute such as
"Aged®landQder" contains a "Tue" or "False" value that indicates whether a person is tweorig years

of age or older, as opposed to containing the person's actual age or birth date. The use of a derived
predicate better protects a person's privacy by disclosing only the minimum amofurpersonal
information required to validate a person's eligibility for a service.

8 For more information on claims see Appendix E.
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An entity attribute is a property or characteristic of an entity. Some examples of entity
attributes include:

T

= =4 4 -4 4 4 9

Full name of a person

Legal name of a corporation
Date of birth

Date of incorporation
Address of residence
Address of business
Driver's licence number
Logging permit number

A relationship attribute is a property aharacteristic of an association between two or
more an entities. Some examples of relationship attributes include:

T

= =4 4 A

The type of relationship (e.g., marriageartnership, parent of a child, owner
of a businesp

The subtype of the relationship (e.gsoleproprietor of a businegs

The declaring authority

The effective date

Theexpiry date

A credential attributé is a property or characteristic of a credential. Some examples of
credential attributes include:

T

=4 =4 -4 -4 8 -9

The type of credential

The Issuer of the crederat

The issuancéate

The expiry date

The validity of the credentigke.g.,not tampered with, corrupted, modified
The status of the credentide.g., active suspended, revoked
Permissions

7 Credential attributes are known as credential metadata in the W3C Data Model.
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2.3.2 ldentity Domains

The PCTF draws a clear distinction betwdenndational identity and contextual
identity:

1 A Foundational ldentityisan identity that has been established or changed
as a result of a foundational event (e.dirth, person legal name change,
immigration, kgal residency, naturalized citizenship, death, organization
legal name registration, organization legal name change, or bankruptcy)

1 A Contextual Identity is an identity that is used for a specific purpose within
a specific identity conteft(e.g., banking, business permits, health services,
drivers licensing, or social mediaDepending on the identity context, a
contextual identity may be tied to a foundational identity (e.g., a drivers
licence) or may not be tied to a foundational identitg.g., a social media
profile).

The establishment and maintenance of foundational identities is the exclusive domain
of the public sector; specifically:

1 The Vital Statistics Organizations (VSOs) of the Provinces and Territories;

1 The Business Registriebthe Provinces and Territories;

1 Immigration, Refugees, and Citizenship Canada (IRCC); and

1 The Federal Corporate Registry of Corporations Canada.
The establishment and maintenance of contextual identities is the domain of both the
public and private seots.
2.3.3 Atomic and Compound Processes

The PCTéefinesa set of atomic processes that can $paratelyassessed and certified

to interoperate with one another in digital ecosystemAn atomic process is a set of
logically related activities that results anstate transitiod. The PCTfecognizes that in
practice a business process is ofewollection of atomic processes that results in a set
of state transitionsThese collections of atomic processes are referred to as compound
processes.

8 In delivering their programs and services, program/service providgyerate within a certain
environment or set of circumstances, which in the domain of identity management is referred to as the
identity context. Identity context is determined by factossich as mandate, target populatiome,
clients, customer base), and other responsibilities prescribed by legislation or agreerRentsnore
information on identity and identity management concepts, see Appendix B.

9 A state transition is the transforation of an object input state to an output state.
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All of the atomic processes have been defined in a way that they can be implemented as

modular services and bgeparatelyassessed for certificatior©Dnce an atomic process

KFra 0SSy OSNIATASR:E AU OFy o6S NBfdgBlIR 2y 2 N
ecosystemplatforms. Thisdigital ecosystemis intended to interoperate seamlessly

across different organizations, sectors, and jurisdictions, and to be interoperable with

other trust frameworks.

It should be noted thatfour atomic processs ¢ Identity Information Determination
Identity EBvidence Determination Relationship Information Determinatipnand
Relationship Evidence Determinatipare carried outonly once for a progranservice.

2.3.3.1 Atomic Processes

An atomic process is a setlofjically relatedactivities that results in the state transition
2F +y 2062S00d ¢KS 202S00Qa 2dziLyzi adalrasS O
Figure5illustrates the atomic processodel

Object Input Atomic Object Output
State Process State

7 <

An input state with An output state that
can be relied on by
other atomic processes

evidence or conditions Conformance criteria
required to carry out ensure process integrity
the atomic process

Figure5: Atomic Process Model

Atomic processes are crucial building blocks to ensuring the overall integrity of the
digital identity supply chain and therefore, the integrity of digital services. The integrity
of an atomic process is paramount because the output of an atomic process is relied
upon by many participants; across jurisdictional and public and private sector
boundaries, and over the short term and the long term. The PCTF ensures the integrity
of an atomic process through agreed upon and wlefined conformance criteria that
suppat an impartial, transparent, and evidendrased assessment and certification
process.
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Theconformance criteriaassociated with an atomic process specify what is required to
transforman2 6 2 S O Q& info dirldaipiut sttd. Thé Snformance criteriansure

that the atomic process is carried out with integrity. For example, an atomic process
may involve assigning an identifier to a person or organization. The conformance criteria
may specify that any party responsible for carrying out the atomic m®ceust ensure

that the identifier assigned to the person or organization is unique fapeacified
population.

The atomic processes adetailed in Section Z.

Figure6 illustrates some model diagrams of thragmic processes.

Object Input State Atomic Process Object Output State

Unconfirmed Identity Confirmed
Identity Information Identity
Information Validation Information

Authenti r
thenticato Credential Verified
Bound g as .
. Verification Credential
Credential
Consent Consent Stored
. . . Consent
Decision Registration . .
Decision

Figure6: Examples of Atomic Processes (Modeled)
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430 2.3.3.2 Compound Processes

431 The primary function of the PCTF is to assess and certify existing business processes.
432 When analyzed, these business processes are often composed of several atomic
433 processes. A set of atomic processes grouped together form a compound process that
434 results in a set of state transitions. It may also be the case that a compound process is
435 composed of a set of other compound processes which in turn can be decomposed into
436 a =t of atomic processes.

437 For example, a business process that one party refers tdeagity Confirmationrmay in
438 fact turn out to be a compound process consisting of 5 atomic processes as shown in

439 Figure?.
440
Business Process: Identity Confirmation
e N
Unconfirmed Identity Information Confirmed
Identity > . » Identity
Info(:rr:ialtion Validation Infn‘:rr:la:tion
\ S
( )
Unverified . - epe . N Verified
Control » Identity Verification > Control
L v,
Unconfirmed - e ™ - Confirmed
Identity - U"fdoe":;:ed o| !dentity Evidence — C,Od":::;:d Identity
Evidence Validation Evidence
v,
e N
Periodic . - P _| Contil
Presence Identity Continuity —- :;;:::::5
v,
e B
Identity R Identity R ‘IJd"d"’:.ed
Information " Maintenance " Inf:r:;gon
v,
441
442
443 Figure7: Example of a Compound Process (Modeled)
444

445 Note: Any ordering of the atomic processes should not be inferred from the diagram.
446
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2.3.4 Dependencies

The PCTF model recognizes two types of dependencies. Thetyfest is those
dependencies that exist between atomic processkkhough each atomic process is
functionally discrete, to produce an acceptable output an atomic process may require
the successfl prior execution of another atomic process. For example, althddghtity
Establishmenof a person or organization can be performed independently at any time,
it is logically correct to do so only aftddentity Resolutionfor that person or
organizaton has been achievedThs type of dependeny is specified in the
conformance criterigseeSection2.3.5).

The secondype isdependencies on external organizations for the provision of atomic
process outputs(e.g., a pedential service provider) Ths type of dependeng is
identified and noted in the assessmeaprocesysee Section 2.3).

2.3.5 Conformance Criteria

Conformance critga are a set of requirement statements that define what is necessary
to ensure the integrity of an atomic process. Conformance criteria are used to support
an impartial, transparent, and evident®sed assessment and certification process.

For example, e Identity Resolutionatomic process may involve assigning an identifier
to a person or organization. The conformance criteria specify that the atomic process
must ensure that the identifier that is assigned to the person or organization is unique
for a ecific population or context.

The conformance criteria aremaintained in a separate document. Currently, the
conformance criteria are consolidated am assessmentvorksheet In future versions
the conformance criteria may be embedded mautomatedassessment tool.

2.3.6 Qualifiers

Qualifiers may be applied to conformance criteria. Qualifiers are intended to map
similar or same conformance criteria from different trust frameworks to jurisdictional
policy or regulatory requirements. For exampl& T Level 1 conformance criteria for
the Identity Verificatioratomic process can be mapped to Identity Assurance Level 1 as
defined in theStandard on Identity and Credential Assuraisseied bythe Treasury
Board of the Government of Canada.

Qualifiers lelp to further indicate a level of confidence, stringency required, or a specific
requirement, in relation to another trust framework, an identity domain requirement,

or a specific policy or regulatory requirement. Qualifiers can be used to select the
applicable conformance criteria to be used in an assessment process. Qualifiers can also
be used to facilitate mapping conformance criteria equivalencies across different trust
frameworks.
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Conformance criteria may have no qualifiers (applicable in allsgasesingle qualifier
(applicable in certain cases), or several qualifiers (applicable in many dcasaslt the
assessment worksheet for examples of how qualifiers are used for assessment and how
they may be mapped to other frameworks.

Jurisdictionsamay wish to use the qualifiers that are already defined in the PCTF. They
may also define new qualifiers to reflect their specific requirements and add new
conformance criteria if requiredNew qualifiers may be incorporated back into the
normative core component of thePCTFhowever, these changes should be subjecato
formal governanceprocessor change management process. It should dlsmoted that

if new qualifiers and conformance criteria are introduced into the PCTF, these will need
to be mapped ¢ and vetted against the existing conformance criteBae Section 2.8

for more information on qualifiers.
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2.4 Mutual Recognition

Mutual recognition is an agreememthereintwo or morepartiesagree to recognizéhe
results of aconformance assessment. Depending on the context, the mutual recognition
may be formalizedhroughthe issuance of a letter of acceptance or be paradfroader
agreement.

Prior to commencing the PCTF mutual recognition process, it is recommended that a
planning and engagement procele undertaken with the key participant® orderto
develop a formalized work arrangement.

At this time, the mutual recognition process is still in its early stages.fdlfiowing
sections outline mutual recognition at a hinglevel. Detailed guidance will follow in
subsequent deliverables.

2.4.1 Process Mapping

Process mapping consists of the set of activities to map program activities, business
processesand technical capabilities to the atomic processes defined in the PCTF.

In most cases, this mapping is applied to an existing program currently in operation. The
table below illustratesome examples ahapping to existingpusinesgproceses

Atomic Process Existing Business Process Examples

Identity A service erolment process that attempts to uniquely identify
Resolution LISNE2Y o0l ad4SR 2y GKS LISNBR2YQa

A business registry process that attempts to uniquely identify
2NHI YAT I GA2Yy oF&aSR 2y I kK&e o
creation, address, and datification number/name on ai
authoritative record

Identity A birth registration process that creates an authoritative bi
Establishment record

A business registry process that create an authoritative busi

record
Identity ! RNAOSNDRAE fAOSyasS | LILX AOKI
Information information as presented on physical documents or by means ¢
Validation electronic validation service

A cannabis licensing process that confirms identity informatior
presented about a busess by means of an electronic validati
with the applicable business registry

Identity Asking guestions of the person presenting the identity informatc
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Atomic Process Existing Business Process Examples

Verification the answers to which (in theory, at least) only they and
interrogator would knev (e.g., financial information, credit histor
shared secret, mailedut access code, password, perso
identification number, assigned identifier)

A passport application process that comparekiological
characteristicsecorded on a document (e.g., fatphotograph, eye
colour, height) to ensure it is the right applicant

Performing an orsite audit of a business

ldentity An identity information notification service

Maintenance An identity information retrieval service

Credential Issuing anauthoritative document such as a birth certificate
Issuance RNABSNRAE f A0SyOS

Issuing an authoritative document such as a certificate of existg
or compliance

Issuing a verifiable credential

2.4.2 Alignment to Other Frameworks

Alignmentof processes, systems, and solutiassists in mutual recognition across an
international context where multiple frameworks may be in use.

For examplesomeone who accesss Canadian digital services maljsoneed to access
digital services in other coungs. Recognizing this evolution toward the international
context, the PCTF Iseing designed to be applied in conjunction with established and
emerging global frameworks, such as:

1 TheElectronic Identification, Authenticatioand Trust ServicggIDA$
1 TheFinancial Action Task For@ATIlF¢ Guidance on Digital Identity

1 TheUnited Nations Commission on International Trade (BNCITRAIg Draft
Provisions on the Croebsrder Recognition of Identity Management and Trust
Services

International mutual recognition is still in its early phas@msideration should be given
to aligning to these frameworks before commencing the assessment process.
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2.4.3 Assessment

The PCTF defines a normative set of atomic processes and accompanymgnenice
criterial®. Once the existing business processes have been mappetie atomic
processesthey can be assessed and a determination made against each of the related
atomic process conformance criteria.

A detailedassessmentvorksheet has been del@ped to assist in the PCTF assessment
process. This worksheet consolidates the atomic processes and accompanying
conformance criteria into a single spreadsheet to aid in the mapping of existing business
processes and assist the assessment team in gefgeencing data for assessment
analysis. The conformance criteria are also mapped to qualifiers to assist in the selection
of the conformance criteria that are applicable to the assessment process.

Evidence collected to support the analysis and substantia¢ determination should be
collected and recorded in a manner that can be easily erefesenced to the applicable
conformance criteria.

It should be noted, that the PCTF does not assume that a sisgler or Verifieis

solely responsible for all of thatomic processes.An organization may choose to
outsource or delegate the responsibility of an atomic process to another party.
Therefore, several bodies might be involved in the PCTF assessment process, focusing
on different atomic processes, or different aspects (e.g., security, privacy, service
delivery). Consideration must be givesto how to coordinate several bodies that
might needto work together to yield an overall PCTF assessm&hé organization

being assessed is accountable for all parties within the scope of the assessment. The
organization may decide that this is not feasible, nonetheless the organization remains
accountabé. Such casewill be noted in the assessment.

As the PCTF assessment process evolves, consideration will be given to determine which
bodies and/or standards are best suited to meet stakeholder requirements and best
applied in relation to the PCTF.

2.4.4 Acceptance

Acceptance is the process of formally approving the outcome of the assessment
process. The acceptance process is dependengovernanceand takes into account
the applicablemandates, legislation, regulations, and policies.

Eventuallythe PCFacceptanceprocess may include standard processes defined by the
International Standards Organization (15@} follows:

10 The conformance criteria armaintainedin a separate document

111SO wesite: https://www.iso.org/certification.html
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1 Certification The provision by an independent body of written assurance (a
certificate) that the product, service, or system in gtien meets specific
requirements.

1 Accreditation The formal recognition by an independent body (generally known
as an accreditation body) that a certification body operates according to
international standards.

Formalized certification and accreditatiorrggrams arecurrently being developed. It is
anticipated that once formalized, independent third parties will be enabled to conduct
PCTF assessmeni$ere are several domestic and international standards bodies that
have recognized conformity assessmemanslards and programs. For example, the
Standards Council of Canada has the mandate to promote voluntary standardization in
Canada, where standardization is not expressly provided for by law.
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2.5 Supporting Infrastructure

The Supportindnfrastructure is the set of operational and technical policies, rules, and
standards that serve as the primary enablers of a digital ecosystem. The various
elements of the Supporting Infrastructure have established rules that are outside the
scope of thePCTF. The PCTF does not make recommendations in respect to the
composition of the Supporting Infrastructure.

Figure 8 illustrates some elements (with examples) of what could constitute a
Supporting Infrastructure.

Digital Service Delivery Methods
= Service Level Agreements =  Conveyance Mechanisms
= User Needs and Experience * |mplementation Profiles
Privacy and Security Interoperability
*  Privacy Impact Assessments = Business Process Standards
= Security Assessments and Authorizations = Technology Standards

Figure8: Supporting Infrastructure

The following sections provide details on two elements of the Supporting Infrastructure
that can assist in relating legacy implementations to newer technologies and standards.

2.5.1 Methods

Methods encompass the sets of rules that govern such things as data models,
communications protocols,conveyance mechanisifs cryptographic algorithms,
databases,distributed ledges, verifiable data registriesand similar schemes; and
combinations of theseMethods also include systems that are isolated or have
intermittent connectivity.Within the context of the digital ecosystem, Methods enable
actors to interactdirectly or indirectlywith one another withait either party being
bound to a particular solution or technology.

12See Section 2.5.2.
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2.5.2 Conveyance Mechanisms

Conveyance mechanisms are the various methods by which the output of one atomic
process is made available for use as the input to another atomic process. As saenbe

in Figure9, the conveyance mechanisms are situated between the parties producing
and consuming the output states of atomic processes.

Party A

Input Atomic Output
State Process State

Conveyance Mechanisms
Examples:
Application Programming Interface
Peer-to-Peer
Trusted Third Party
Distributed Ledger

Party B

Input Atomic Output
State Process State

Figure9: Conveying Output States between Parties

The PCTF does nobnstrain the possibility of several competing providers and it is
anticipated that many providers will coexist to serve the conveyance mechanism needs
of different communities across the public and private sector
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2.6 Digital Ecosystem Roles and Informatio n Flows

FigurelOillustrates a conceptual model of the digital ecosystem roles and information
flows.0b2GS GKIFG daaSiK2Raé¢ Ay GKS RAFINFY A& RA

Claim .
»  Subject
v
Issuer Holder Verifier
Jr AP A
Credential Presentation
Credential Methods Correctness
Registration Confirmation

FigurelO: Digital Ecosystem Roles amaformation Flows

2.6.1 Roles
The model consists @bur roles:
1. Subject:An entity about whiclclaims areassertedby an Issuer

2. Issuer: An entity that assertsone or more claims about one or more
Subjects, creates aredentialfrom theseclaims, andassignsthe credential
to a Holder.
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635 3. Holder. An entity that controlsone or more credentiab from which a
636 presentation can be expressedto a Verifier. A Holder is usually, but not
637 always, the Subject of @edential®.

638 4. Verifier: An entity that accepts apresentation from a Holder for the
639 purposes of delivering services or administering programs.

640 The digital ecosystem roles are carried out by many different entities that perform
641 specific roles under a variety of labels. These sjpewles can be categorized into the
642 digital ecosystem roles as shown in the following table.

643
Role Examples
Issuer Authoritative Party, Identity Assurance Provideentity Service
Provider,CredentialAssurance Provide€redentialService
Provider, CredentialAuthenticatorProvider,Digital Identity Service
Provider,Delegated Service Providd?roducer
Subject Person, Organization, Device
Holder Digital Identity OwnerCard Holder
Verifier Relying Party, Credential Servigerder, Digital Identity
ConsumerDelegated Service Provig€eonsumer
644

645 Given the variety of business, service, and technology models that exist within the
646 digital ecosystem, roles may be performed by multiple different actors in a given
647 context, or ore actor may perform several roles (e.gn actor maybe both a relying

648 party and a credentialkerviceprovider).

649 In addition to the four roles outlined above, digital ecosystem actors include Supporting
650 Infrastructure providers such as Network Operators.

651

13 Exampks of wherethe Holder is not the Subject of a Credentiabuld bea parent (the Holder) holdng
the birth certificate (the @dential)of their child (the Subject) or a restaurant owner (the Holder) holding
a permit to operate (the Credential) of a business (the Subject).
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2.6.2

Information Flows

The model also consists fafe information flows:

1.

Claim:A statement about a Subject or a statement about an association that
exists between two or more Subjects.

Credential: A set of one or moreclaims asserted about one or more
Subject$*.

Presentation: Information derived from one or moreredentiak. The data in
apresentationis often about the sam&ubject, but the credentiak might
have been issued hyifferent Issuers

CredentialRegistration:An indicatiort® of the existence o credential

5. Correctness Confirmationt®: An indication of the correctness of the

presentationitself and the correctness of the information associated with
the presentation

14 An example of a credential having more than one subject is a marriage certificate.

B The indication may be a credential schema or the credéittialf.

16 Correctness confirmatiois often achieved by connecting a Verifier to an Issuer through a-toegeer
system or an intermediary system.
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2.7 Atomic Process es in Detall

2.7.1 Identity Management Processes
Identity Information Determination

Hele=t |dentity Information Determination is the process of determining
BERE(oielgl identity context’, the identity information requirement$, and the
identifiert®.

NINESIEIEE No Determination Made The identity context, the identity]
information requirements, and the identifiethave not been
determined

OlN|idSiEIcl Determination Made Theidentity context, the identity information
requirements, and the identifiehave been determined

Identity Evidence Determination

el Identity Evidence Determination is the process of determining
BLEEIglojilelg}l acceptable evidence of identity (whether physical or electronic).

lNESiEIzE No Determination Made The acceptable evidence of identity hd
not been determined

ONIIdSiEIzl Determination Made The acceptable evidence of identity has be
determined

17See Section 4.3 for more information.
18 See Section 4.4 for more information.

19See Section 4.4.1 for mminformation.
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Identity Resolution

Helol=s| Identity Resolution is the process of establishing tinequeness of 4
DS loilelg Subject within a program/service population through the use
identity information. A program or service defines its idenf
resolution requirements in terms of identity attributes; that is,
specifies the set of identity attributes thas required to achieve
identity resolution within its population.

Nl ESIEIEN [dentity Information: The identity information may or may not [
unique toone and only on&ubject

OlNIIdSiEIzl Unique ldentity Information The identity information is unige to
one and only one Subject

Identity Establishment

Helol=s Identity Establishment is the process of creating a record of ide
BLESEGloilelgl Of a Subject within a program/service population that may be re
on by others for subsequempirograms, services, and activities.

[N #SiEIEE No Record of IdentityNo record of identity exists

OlN|idSiEIz) Record of Identity A record of identity exists

Identity Information Validation

Helel= Identity Information Validation is the process of confirming f{
BISegjelifelgl accuracy of identity information about a Subject as establisheq
the Issuer.

Nl ESiEI=] Unconfirmed Identity Information The identity information has no
been confirmed with thdssuer

OV idSiEIcl Confirmed Identity Information The identity information has bee
confirmedwith the Issuer
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684 Identity Verification

Helel=s| Identity Verification is e process of confirming that the identi
BIS(oilelall information is under thecontrol of the Subjeé?P. It should be notec
that this process may use personal information or organizatig
information that is not related to identity.

fpleli@SiEl=l Unverified Control The identity information has not been verified
being under thecontrol of the Subject

olNiielidSiElz Verified Control The identity information has been verified as be
under the control of the Subject

685
686 Identity Evidence Validation

=Helel=s| Identity Evidence Validation is the process of confirming that
BESGloileli)l evidence of identity presented (whether physical or electronic
acceptable.

Nl NESiEIEE Unconfirmed Identity EvidenceThe evidence of identity has n
been confirmed as beinacceptable

OV idSieicl Confirmed Identity EvidenceThe evidence of identity has beg
confirmed as beingcceptable

687
688 Identity Continuity

el |dentity Continuity is thgrocess of dynamically confirming that th
Il { dz0 2SO0iG Kra | O2ylGAydz2dza SE
LINS&ASYy OS¢ 0d ¢KAAa LINRPOSaa Oly
malicious or fraudulent activity (past or present) and to addr
identity spoofing conerns.

I NESiEICEE Periodic PresenceThe identity exists sporadically and often only
association with a vital event or a business event (e.g., birth, de
bankruptcy)

ONIidSiEIcl Continuous PresenceThe identity exists continuously over time
association with many transactions

689
690

20 For more information on Identity Verification see Appendix F.
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Identity Maintenance

e L RSy GAGe alAyaSylryoS Aa (GKS
DSl identity information is accurate, complete, and-tqp-date.

e N@SIEEN [dentity Information: The identity information is not ufp-date

OV IIdSiEIzl Updated Identity Information The identity information is ufo-

date

Identity Linking

Helel=t Identity Linking is the process of mapping two or more identifier
BISglelifelgl the sameSubject.

IVESiEICE Unlinked Identifier The identifier is not associated with anoth
identifier of the same Subject

OV idSieIcE Linked Identifier The identifier is associated with one or more ot
identifiers of the same Subject
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696 2.7.2 Relationship Management Processes
697 Relationship Information Determination

e[t Relationship Information Determination is the process
BLESglelilelgl determining the relationship information requirements.

NIVESIEIEE No  Determination  Made The  relationship information
requirementshave not been determined

OV lidSiEIzl Determination Made The relationship information requirements
have been determined

698
699 Relationship Evidence Determination

Helo=s| Relationship Evidence Determination is the process of determi
BLESfloilel)} the acceptable evidence of a relationship (whether physica
electronic).

NlNESiEIEE No Determination Made The acceptable evidence afrelationship
has not been determined

OV IIdSiEIzl Determination Made The acceptable evidence afrelationshiphas
been determined

700
701 Relationship Establishment

Helol=s| Relationship Establishment is the process of creating a record
DSl relationship between two or more Subjects.

NI N#SiEIEl No Record of RelationshipNo record of a relationship exists

OlN|lidSiEIcl Record of RelationshipA record of aelationship exists

702
703
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704 Relationship Information Validation

Hele=s| Relationship Information Validation is the process of confirming
BLESgloilelg} accuracy of information about a relationship between two or m
Subjects as established by the Issuer.

NleESiElz] Unconfirmed  Relationship  Information The  relationship
information has not been confirmed with the Issuer

Ol idSiElzl Confirmed Relationship InformationThe relationship informatior
has been confirmeavith the Issuer

705
706 Relationship Verification

Helo=s| Relationship Verification ishé process of confirming that th
DSl relationship information is under the control of the Subjects
should benoted that this process may also use personal informa
or organizational information.

NIVESiEIcE Unverified Control The relationship information has not beg
verified as being under the control of the Subject

OV NidSiEIcY Verified Control Therelationship information has been verified
being under the control of the Subject

707
708 Relationship Evidence Validation

Hle=t Relationship Evidence Validation is the process of confirming
BLESjelilelgl the evidence of a relationship presented (whether physical
electronic) is acceptable.

el @SiElz] Unconfirmed Relationship Evidenc&he evidence of a relationsh
has not been confirmd as beingcceptable

OV lidSieicl Confirmed Relationship Evidenc&he evidence of a relationsh
has been confirmed as beirgceptable

709
710
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Relationship Continuity

Helol=s| Relationship Continuity is the process of dynamicadigfirming that
BESEGloilel))l a relationship between two or more Subjects has a continu
existence over time.

NleMIeSiEIEE Periodic PresenceThe relationship exists sporadically and of
only in association with a vital event or a business event (e.g., |
marriage, acquisition)

N IidSiElzl Continuous PresenceTlhe relationship exists continuously over tir
in association with many transactions

Relationship Maintenance

Hele=s| Relationship Maintenance is the process of ensuring that
BESEGloilelg)l information about a relationship between two or more Subject
accurate, complete, and ujp-date.

NINESIEICEE Relationship Information The relationship information is not tp-
date

OV idSieicl Updated Relationship Information Therelationship information ig
up-to-date

Relationship Suspension

Hele=t Relationship Suspension is the process of flaggingcard of a
BISglelilelgl relationshipas temporarily no longer in effect.

e N#SiEIEE Record of RelationshipA record of aelationship exists

elijisl@SiElzd SuspendedRelationship Therelationshipis temporarily no longer ii
effect
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718 Relationship Reinstatement

Helol=s| Relationship Reinstatement is the process of transforming
BLEEGoilolil suspendedelationshipback to an active state.

NlieSiElEl SuspendedRelationship Therecord of a relationships temporarily
no longer in effect

olNilidSiElzl Updated Record ofRelationship The record of a relationship hg
been updated

719
720 Relationship Revocation

Helel=t Relationship Revocation is the process of flaggineard of a
BLESEGloilelgl relationshipas no longer in effect.

I NESiEIEE Record of RelationshipArecord of a relationship exists

OV lidSiEIc] Revoked Relationshiprherelationshipis no longer in effect

721
122

723
724
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2.7.3 Credential Management Processes
Credential Claim8inding

e[z Credential Claim8indingis the process ofssociating a credentis
BISegfelilelgl With one or moreclaims about one or more Subjects

NI NSiEIEE No Credential No claims have been associated with the credentia

Ol idSiEizl ClaimsBound Credential One or moreclaimsabout one or more
Subjectshave been associated witthe credential

Credential Issuance

Helol=fs| Credential Issuance is the procesating acredentialfrom a set
BLESgloilelg) Of claims and assigning theredentialto a Holder

Nlel@SiElz) Claims Bound CredentialOne or moreclaimsabout one or more
Subjectshave been associated with the credential

elijioll|@Siiz] Issued CredentialA credential has been assigned to a Holder

Credential Authenticator Binding

=Helol=fs| Credential Authenticator Bindingis the process ofassociatinga
BLESEGloilelgll credential issued to a Holdevith one or more authenticatorsThis
process also includes authenticator iifgcle activities such g
suspending authenticators (caused byfagotten password or &
lockout due to successive failed credential verifications, inactivity
suspicious activily removing authenticators, ibding new
authenticators, and updating authenticators (e.g., changing
password, updating security questions and answers, having a
facial photo taken).

I VSiEICE Issued CredentialA credential has been assigned to a Holder

OV lidSiElzl Authenticator Bound Credential An issued credential has beg
associated with one or more authenticators
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Credential Validation

Helol=s| Credential Validationis the process ofiverifying that the issued
BLESEGloilelg)l credential is valid (e.gnot tampered with, corrupted, modified
suspended, or revokgdThe validity of the issued credential can
used to generate a level of assurance.

Nl ESiEl=] Authenticator Bound Credential An issuedcredential has beer
associated with one or more authenticators

OlN|lidSiElz) Validated CredentialTheissued credential is valid

Credential Verification

Hel=s| Credential Verifications the process oferifying thata Holderhas
BLS(oilelal control owver an issued credenti#ll Control of an issued credential
verified by means one or more authenticators. The degree of cot
over the issued credential can be used to generate a leve
assurance.

Nl VSiEICE Authenticator Bound Credential An issued credential has beg
associated with one or more authenticators

o8Izl Verified Credential The Holder has proven control of the issu
credential

Credential Maintenance

Helo=s| Credential Maintenance ishé process ofupdating the credentia
BESglolilelg) attributes (e.g., expiry datestatus of the credentidl of an issued
credential.

Nl ESiEE) [ssued CredentialA credential has been assigned to a Holder

OV lidSieicl Updated Issued CredentialThe issuedredential has been updated

21 For more information on Credential Verification see Appendix G.
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Credential Suspension

Helol=s| Credential Suspension is the process of transforming an is
DESGloilelg)l credential into a suspended credential by flagging the isg
credential as temporarily unusable.

NleESiElEl [ssued CredentialA credential has been assigned to a Holder

olNiilidSiElzl Suspended Credentiallhe Holder is not able to use the credential

Credential Recovery

Hele=ls| Credential Recovery is the process of transforming a suspe
DLESgloilelg} credential back to a usable state (i.e., an issued credential).

NINESiEIEE Suspended Credentiallhe Holder is not able to use the credential

OlNjlidSieicl Updated Issued CredentialThe issued credential has been updatg

Credential Revocation

Helol=fs| Credential Revocation is the process of ensuring thatissuied
BLESIglojilelg} credential is permanently flagged as unusable.

Nl #SiEEl [ssued CredentialA credential has been assigned to a Holder

OlN|ilidSiElzl Revoked CredentialThe Holder is not able to use the credential
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2.7.4 Consent Management Processes
Notice Formulation

Helel=s| Notice Formulations the processof produdng a notice statement
BIESIglolilelg} that describes what personal information is beingr may be,
collected; with which parties the personal information is bei
sharedand what type of personahformation is being sharegas
known at the time of presentation)or whatpurposes the persona
information is beingcollecied, used, or disclogd; the risk of harm
and other consequencess a resultof the collection, usgor
disclosure how the personal informationwill be handled anc
protected; the time period for which thenotice statement is
applicable; and under whosgirisdiction or authority the notice
statementisissued This process should be carried autaccordance
with any requiremets of jurisdictional legislation and regulation

NI VESiEIEN No Notice StatementNo notice statement exists

OINNIBSiEIE Notice Statement A notice statement exists

Notice Presentation

e[z Notice Presentaton is the process giresenting a notice statemer
BISegjelilelg}l to a person.

el @SIEIEE Notice Statement A notice statement exists

OV idSiEIc) Presented Notice Statement A notice statement has been
presented to a person

Consent Request

=S Consent Requests the processof askng a personto agree to
ISl provide consentd & , $Sradéchneto provide consentod & b Based
on the contents ofa presentednotice statement resulting ineither
I & @& S & éconfeNtddarigich.¢

Nl #SiEI) Presented Notice Statement A notice statement has bee
presented to a person

OlNIdSiEIzl ConsentDecision A consent decision exists
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Consent Registration

Helo=s| Consent Registratiors the processof persising a notice statement
BLEEEGloilelgl and the persom &elated consent decision, to storagén addition

information about the person the version of the notice statemer
that was presentedthe date and time that the notice statement
was presened, and, if applicable, the expiration date for tf
consentdecision may be storedOnce the consennformation has
been stored, a notification on the consent decision made is iSSug
the relevant parties to the consent decision.

INESiElEl Consent DecisionA consent decision exists

OlN| Bzl Stored Consent Decisioi stored consent decision exists

Consent Review

Helol=Es| Consent Reviews the processof making the details of a storeq
BLESGllilelgl consent decision visible to thersonwho provided the consent

Nl NESiEIEE Stored Consent Decisioi\ stored consent decision exists

OlN|IdSiEIz) Stored Consent Decisioi\ stored consent decision exists

ConsentRenewal

el Consent Renewas the processof extendng the validity of ad & S
BISeglelilelgl consent decision by means iocreasing an expiration date limit.

el #SiElzl Stored Consent Decisioi stored consent decision exists

ol lidSiElzl Updated Consent DecisionA stored consent decisiohas been
updated

Consent Expiration

Helol=s Consent Expiratioms the processof suspendng the validity of a
LSl & & Scansent decision as a result ekceeding an expiration dat
limit.

falelli@SiEIE Stored Consent Decisior stored consent decision exists

Ol idSieicl Updated Consent DecisionA stored consent decision has be
updated
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Consent Revocation

Helol=s| Consent Revocatiors the processof suspendng the validity of a
Bl & & Schrisent decision as a result ah explicit withdrawal of
consent by theperson6 A @S o> | aeSaé¢ 02y
Aya2 | ay2¢é 0O2yaSyid RSOAaAAZY
Nl l@SiEl=l Stored Consent Decisio® stored consent decisicgxists

olNilidSiElzd Updated Consent DecisionA stored consent decision has be
updated
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2.7.5 Signature Management Processes
Signature Creation

Hele=E Signature Creatiors the process of creatingsignature
Description

NN #SiEIEE No Signature No signature exists

OV IIBSIEICY Signature A signature exists

Signature Checking

Hel=s Signature Checkinig the process ofanfirming that the signature i
Description RYZl[eB

IVESIEIEE Signature A signature exists

oIV lidSiEIzl Checked Signatur€eThe signature is valid
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2.8 Qualifiers in Detall

2.8.1 Identity Domain Qualifiers

To reflect the shared responsibiliof identity across jurisdictions within the Pan
Canadian context, two identity domain qualifiers have bdefined:

1 Foundationalldentity Domain Gnformance criteria that are tied to a specific
foundational event(e.g., birth, person legal name change, immigration, legal
residency, naturalized citizenship, death, organization legal name registration,
organizaion legal name change, or bankruptcyundational identitiesare the
exclusive domain of the public sectorspécifically the Vital Statistics
OrganizationgVSO}k and Business Registries of the Provinces and Territories
Immigration, Refugees, and @enship CanaddRC( and the Federal Corporate
Registry of Corporations Canada).

1 Contextualldentity Domain Gnformance criteria that are specific to an identity
context (e.g., bankingbusiness permitshealth services, drivers licensing, or
social medh). Depending on the identity context, a contextual identity may be
tied to a foundational identity (e.g., a drivers licence)noay not be tied to a
foundational identity (e.g., a social media profil€ontextual identities are the
domain of both the public and private sectors.

2.8.2 Pan-Canadian Levels of Assurance (LOA) Qualifiers

The current version of the PCTF conformance criteria theefour ParCanadian Levels
of Assurance (LOA):

1 Level 1 Little or no confidence required
1 Level 2 Some confidence required
1 Level 3 High confidence required

1 Level 4 Very high confidence required

2.8.3 Secure Electronic Signature Qualifiers

Part 2 of the FederdPersonal Information Protection and Electronic Documents/Act
(PIPEDA)efines anelectronic signaturd & &l aA 3yl 0dzNBE GKFG O2yaa
letters, characters, numbers, or other symbols in digital form incorporated in, attached

to, orassociates A G K 'y St SOGNRBYAO R20dzyYSyiue¢ o

There are a number of cases where PIPEDA Part 2 is technology specific and requires the
use of a particular class of electronic signatu(esferred to as asecure electronic
signature defined inits annexedSecure ElectroniSignature [SE&Regulationy Secure
electronic signaturemaybe used as qualifiers
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2.8.4 Other Trust Frameworks Qualifiers

Qualifiers may be based on the three levels of assurance defined by the European
Regulation No 910/2014 on electronic identificationdatrust services for electronic
transactions:

1 Low: How degree of confidence
1 Substantial Substantial degree of confidence
1 High High degree of confidence

Qualifiers may be based on levaisassurancealefined inthe NISTSpecial Publication
800-63 Dgital Identity Guidelines

1 Identity Assurance Level (IALRefers to the identityassurance processes

1 Authenticator Assurance Level (AALRefers to the credential verification
process

1 Federation Assurance Level (FARefers to the strength of an assertion in a
federated environment, used to communicateedential assurancand identity
attribute information (if applicable) to a relying party
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3 APPENDIX A: TERMS AND DEFINITIONS

The definitions that follow include authoritative definitions from tf&tandard on

Identity and Credential Assuranagefinitions found in related guidelines and industry
references, and definitions developed by the working group for the purposes of this

document.

Term Definition

agency relationship

A special case of a balanced relationshifnere the
entities are equals, but where one entity (the princip
appoints another entity (the agent) to act on tf
LINA Y OA LI £ Q& 0 SDérposeRe.gF goindr ¢
attorney, an accounting firm filing taxes for
corporation)

{88 1taz2 6GoltlyOSR NBtI G

assigned identifier

A numeric or alphanumeric string that is generat
automatically and that uniquely distinguishes betwe
personsor organizationswithout the use of any othe
identity attributes.

assurance

Confidencdhat a statement is true.

assurance level

A level ofconfidence that a statement is trughat may
be relied on by others.

atomic entity

An entity that cannot be decomposed into smaller un
Persons are atomic entities.

{SS Ffaz2z a02YLRdzyR Sy idAd

atomic process

A set of logically relatedactivities that results in thg
airasS ONIyarxldAzy 2F |y
can be relied on by otheatomicprocesses.

attribute

A property or characteristic of a thing. Attributes g
used to express claims.

See ae aSyidAade FGOGOGNROdzI S¢ =
GONBRSYUGAIf aRRBMNA A dza SE B U

authentication

{SS GONBRSYGAlIf OGSNATFAOL

authenticator

Something that eHolder controls that is used t@rove
that the Holder has retainedontrol over an issue(
credential
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Term Definition

authoritative source

A collection or registry of records maintained by
authority that meets established criteria.

balancedrelationship

A relationship where the entities are equals (e
spouses in amarriage, partners in a busines
corporations in a joint venture).

{SS Ffaz2 aF3SyoOe NBfIFGA2

biological or behavioural
characteristic confirmation

An identity verification method that uses biologig
(anatomical and physiologicatharacteristics (e.g., facy
fingerprints, retinay or behavioural characteristics (e.
keyboard stroke timing, ggitto prove that the person
presenting the identity informations in control of the|
identity. Biological or behavioural characteristic
confirmation is achieved by means of the challen
response model: the iblogical or behavioura
characteristics recorded on a document or in a d
store are compared to the person presenting t
identity information.

biometrics

A general term used alternatively to describe

characteristic or a process. It can refer to a measur:
biological (anatomical and physiological) or behavio
characteristic that can be used for automat
recognition. It can also refer to automated methods
recognizing an individual based on measurable biolog
(anatomical and physiological) and behavioy
characteristics.

business event

A significant discrete episode that occurs in the life s
of a business. By law a business event mustelserded
with a government entity and is subject to legislati
and regulation. Examples of business events

registration of charter, merger, amalgamatig
surrender of charter, and dissolution.

claim A statement about a Subject or a statement about
association that exists between two or more Subject
claim is expressed by means of one or more attribute
{SS rtaz2 aSydaAarde OflFAYE

client The intended recipient for a service output. Exter

clients are generally persons gfadian citizens
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Term Definition

permanent residents, etc.) and businesses (public
private sector organizations). Internal clients &
generally employees and contractors.

compound entity

An entity that is comprised of one or more aton
entities. Organizations are compound entities.

{88 1taz2 alia2YAd Sydrdes

compound process

A set of atomic processs and/or other compound
proces®sthat results in a set of state transitions

conformance criteria

A set of requirement statements thadefine what is
necessary to ensure the integrity afi atomicprocess.

consent expiration

TKS LINPOS&aa 2F adzaLISYRAY
decision as a result of exceeding an expiration date li

consent registration

The process of persisting a notice statement and
LISNE2Y Qa NBfIGSR 0O2yaSsy
addition, information about the person, the version
the notice statement that was presented, the date a
time that the notice shitement was presented, and,
applicable, the expiration date for the consent decis
may be stored. Once the consent information has bs
stored, a notification on the consent decision made
issued to the relevant parties to the consent decision.

consent renewal

TKS LINRPOS&aa 2F SEGSYRAYA3
decision by means aficreasing an expiration date limit

consent request

The process ofasking a person to agree to provi
O2yasSyid oa,Saé¢o 2N RSOf
based on the contents of a presented notice stateme
NBadzZ GAy3 Ay SAGKSNI I aeé

consent review

The process of making the details of a stored cons
decision visible to the person who provided the conse

consent revocation

TKS LINPOS&aa 2F A4dzZALISYRAY
decision as a result of an explicit withdrawal of cons
08 GKS LISNER2Y O6ADPSHOE | 4
Ayidz2 | 4ay2¢é 0O2yaSyid RSOA

contextual identity

An identity that is used for a specific purpose withir
specificidentity context(e.g., bankingbusiness permits
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Term Definition

health services, drivers licensing, or social mec
Depending on the identity context, a contextual ident
may be tied to a foundationaldentity (e.g., a drivers
licence) ormay not be tied to a foundational identity
(e.g., a social media profile).

correctness confirmation

An indication of the correctness of thpresentation
itself and the correctness of the information associa
with the presentation

credential

A set of one or more claims asserted about one or m
Subjects.

credential assurance

Confidencahat a Holder has maintained control over
issued credential anthat the issued credential is valid

credential assurance level

The level of confidence that Bolder has maintaines
control over an issued credential artbat the issued
credential is vhd.

credential attribute

A property or characteristic of a credential.

credential authenticator
binding

The process ofassociatinga credential issued to
Holder with one or more authenticatorsThis procesg
also includes authenticator li#eycle activities such 3
suspending authenticators (caused by fargotten
password or a lockout due to successive fadestiential
verifications inactivity, or suspicious activjtyremoving
authenticators, Inding new authenticators, an
updating authenticators (e.g., changing a passw(
updating security questions and answers, having a
facial photo taken).

credential claims binding

Theprocess of associating a credential withe or more
claims about one or more Subjects

credential issuance

Theprocess oftreating a credential from a set of clain
and assigning the credential to a Holder

credential maintenance

The process ofupdating the credential attributes (e.g
expiry date, status of the credential of an issueq
credential.

credential recovery

The process of transforming a suspended creder
back to a usable state (i.e., an issued credential).
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Term Definition

credential registration

An indication of the existence of a credential.

credential revocation

The process of ensuring that an issued credentig
permanently flagged as unusable.

credential suspension

The process of transforming an issued credential int
suspendectredential by flagging the issued credential
temporarily unusable.

credential validation

The process oferifying that the issued credential i
valid (e.g.,not tampered with, corrupted, modified
suspended, or revokgd The validity of theissued
credential can be used to generate a level of assuran

credential verification

The process oWerifying thata Holderhas control over
an issued credentialControl of an issued credential
verified by meansf one or more authenticatorsThe
degree of control over the issued credential can be u
to generate a level of assurance.

device

A machine, specifically a piece of electronic equipmel

digital ecosystem

A collection of various tools and systems, and the ac
who create,interact with, use, and remake them

digital identity

An electronic representation of ma entity, used
exclusively by that samentity, to access valued servic
and to carry out transactions with trust and confidence

digital relationship

An electronic epresentation of the relationship of a
entity to other entities.

digital representation

Anelectronic representation of an entity or an electror
representation of the relationship between two or mo
entities.

directedrelationship

A relationship where the entities are not equals (e.
parent to child, parent corporation to subsidiar
employer to employee).

elDAS

Electronic ldentification, Authentication, and Try
Services

elDASs aEuropean Union regulation that oversee
electronic identification and trust services for electror
transactions in the European Unioirgernal market. It
regulateselectronic signatures, electronic transactiof
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Term Definition

involved bodies, and their embedding processes
provide a safe way for users to conduntsiness onling
such aslectronic funds transfeor transactions
with public services.

electronic or digital
evidence

Any data that is recorded or preserved on any medi
in, or by, a computer system or other similar devi
Examples include database cords, audit logs, an
electronic word processing documents.

entity

A thing with a distinct and independent existence st
as a person, organization, or devitteat can be subjec
to legislation, policy, or regulations within a context, a
which may have certain rights, duties, and obligatig
An entity can perform one or more roles in the digi
ecosystem.

entity attribute

A property or characteristic of amntity.

entity claim

A statement about a Subject. An entity claim
expressed by means of one or more entity attributes.

evidence of contextual
identity

Evidence of identity that corroborates the evidence
foundational identity and assists in linkinige identity
information to a person. It may also provide additior
information such as a photo, signature, or addre
Examples include social insurance records; record
entitlement to travel, drive, or obtain healtservices
and records of marriagename change, or deat
originating from a jurisdictional authority.

Evidence of identity that corroborates the evidence
foundational identity and assists in linking the ident
information to an organization. It may also provi
additional information such as market activity
signature, or address. Examples includecords of
licences to carry on logging or mining activities, or
cultivate cannabisandregistratiors of charitable status

evidence of foundational
identity

Evidence of identity that establishes core ident
information about a personsuch as given name(s
surname, date of birth, and place of birth. Examples
records of birth, immigration, or citizenship from &
authority with the necessary jurisdiction.
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Term Definition

Evidence of identity that establishes core ident
information about an organization such as legal na
date of event, address, status, primary contg
Examples are registration records, certificates
compliance, and incorporation records from an atily
with the necessary jurisdiction.

evidence of identity

A record from an authoritative sourcendicating an
Sy (i Adéndit@ &here are two categories of evidence
identity: foundational andcontextual

{ SS 4 S JlotnBagiodahh RRSTY (i A évieléncelof
contextual identitg @

FATF

Financial Action Task Force

FATF is the global money laundering and terrg
financing watchdog. The inteyovernmental body set
international standards that aim to prevent these illeg
activities and the harnthey cause to society. As a pokg
making body, the FATF works to generate the neces
political will to bring about national legislative ar
regulatory reforms in these areas.

FINTRAC

Financial Transactions and Reports Analysis Centl
Canada

FINTRACis Canada's financial intelligence unit.

mandate is to facilitate the detection, preventipand
deterrence of money laundering and the financing
terrorist activities

foundation name

The name of a persoor organizatioras indicated on ar
official record identifying the person or organizati
(e.g., provincial/territorial vital statistics record, fedet
immigration record, provincial/territorial busineg
registry record, federal corporate registry record).

PSP PCTF Working Group

Pageb5

PSP PCTF Version g.2onsolidated Overview Consulation Draft v0.4¢ 2020-12-02



UNCLASSIFIED / NON CLASSIFIE

Term Definition

foundation registry

A registry hat maintains permanent records of perso
who were born in Canada, or persons who were b
outside Canada to a Canadian parent, or persons

are foreign nationals who have applied to enter Cang
There are 14 such registries in Canada (the 13 prali
and territorial VSO registries and Immigration, Refugt
and Citizenship Canada [federal]).

A registry that maintains permanent records
organizations that were created and registered
Canada. There are 14 such registries in Canada (th
provincal and territorial business registries ai
Corporations Canada [federal]).

foundational event

A foundational event is either a business event or a
event. Business events and vital events are signifi
discrete episodes that occur in the lifspans of
businesses and persons, respectively. By law |
business events and vital events must be recorded
a government entity and are subject to legislation g
regulation.

{S$S aodaAiySasa S$oSyidé | yR

foundational identity

An identity that has been established or changed 4
result of a foundational event (e.ghjrth, person lega
name change, immigration, legal residency, citizens
death, organization legal name registration, organizat
legal name change, bankrupjcy

gender

Refers to a social identity, such as man, woman,-r
binary, or twespirit.

holder

An entity that controls one or moreredentiak from
which apresentationcan be expressed to a Verifier.
Holder is usually, but not always, the Subject o
credential

identifier

The set of identity attributes used to unique
distinguish a particular person, organization, or dey
within a population.

identity

A reference or designation used to uniquely distinguis
particular person, organization, or devicEhere are two
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Term Definition

types of identity: foundational and contextual.

{88 aF2dzyRIGA2YIt ARSYGA

identity assurance

Confidence that person, organization, or device is w|
or what it claims to be.

identity assurance level

The level of confidence that a person, organization
device is who or what it claims to be.

identity attribute

A property or characteristic associated with
identifiable person, organization, or devidalso known
4 aARSyGAGe RFEGEF St SYSy

identity context

The environment or set of circumstances within wh
an organization operates and within which it deliséts
programs and services. ldentity context is determined
factors such as mandate, target population (i.e., clie
customer base), and other responsibilities prescribed
legislation or agreements.

identity continuity

The process oflynamically confirming that the Subje
KlIa | O2yiGAydzzdza SEAAGS
LINBaSyOSéod ¢KAa LINRBOSa
there is no malicious or fraudulent activity (past
present) and to address identity spoofing concerns.

identity data element

{SS GARSyGAGE I OUNROdzl SE

identity establishment

The process of creating a record of identity of a Sub
within a program/service population that may be reli
on by others for subsequent programs, services,
activities.

identity evidence
determination

The process of determining the acceptable evidence
identity (whether physical or electronic).

identity evidence validation

The process of confirming that the evidence of iden
presented (whether physical @ectronic) is acceptable

identity information

The set of identity attributes that is sufficient to
distinguish one entity from all other entities within
program/service population andhat is sufficient to
describe the entity as required by the prograor
service. Depending on the context, identity informati
is either a subset of personal information or a subse
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Term Definition

organizational information.

identity information
determination

The process of determining the identity context, t
identity informationrequirements, and the identifier.

identity information
notification

The disclosure of identity information about a person
an organization by an authoritative party to a relyi
party that is triggered by a vital event or a busing
event, a change in their identity information, or :
indication that their identity infomation has beer
exposed to a risk factor (e.g., the death of the perso
charter surrender, use of expired documents, a priv
breach, fraudulent use of the identity information).

identity information
retrieval

The disclosure of identity informatiorbaut a person of
an organization by an authoritative party to a relyi
party that is triggered by a request from the relyi

party.

identity information
validation

The process of confirming the accuracy of iden
information about a Subject as estabiel by the Issuer

identity linking

The process of mapping two or more identifiers to {
same Subject.

identity maintenance

¢CKS LINPOSaa 2F SyadaNAy
information is accurate, complete, and p-date.

identity management

The set of principles, practices, processes,
procedures used to realize an organization's mang
and its objectives related to identity.

identity model

A simplified (or abstracted) representation of an ident
management methodologyo | £ & 2 1ly206y
a0KSYS¢v

Examples include centralized, federated, ¢
decentralized identity models.

identity resolution

The process of establishing theniqueness of a Subje
within a program/service population through the use
identity information.

identity scheme

{SS GARSyGAlGe Y2RSté¢o

identity verification

The process of confirming that the identity informati
is under the control of theSubject It should be noted
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Term Definition

that this process may use personal information
organizational information that is not related to identit

issuer

An entity that asserts one or mom@ains about one of
more Subjects, creates @edentialfrom these claims,
and assigns theredentialto a Holder.

knowledgebased
confirmation

An identity verification method that uses personal
organizational information or shared secrets toope
that the person or organizatiopresenting the identity
information is in control of the identity Knowledge
based confirmation is achieved by means of
challengeresponse modelthe person or organizatio
presenting the identity information is asld questions
the answers to which (in theory, at least) only they g
the interrogator would know (e.g., financial informatio
credit history, shared secret, cryptographic key, mail
out access code, password, personal identificat
number, assigned e&htifier).

legal name

{SS aFfz2dzyRIGAZ2Y YIYSéEs: a

legal presence

Lawful entittement to be or reside in Canada.

methods The sets of rules that govern such thingslata models,
communications protocols, cryptographic algorithn
databases, distributed ledgers, verifiable data registr,
and similar schemes&nd combinations of these

NIST National Institute of Standards and Technology

NIST is a neregulatory federal agency within the U.
Department of Commerce. NIST's missi®o promote
U.S. innovation and industrial competitiveness
advancing measurement science, standards,
technology.

notice formulation

The process of producing a notice statement t
describes what personal information is being, or may
collectad; with which parties the personal information
being shared and what type of personal information
being shared (as known at the time of presentation);
what purposes the personal information is bei
collected, used, or disclosed; the risk of haand other
consequences as a result of the collection, use,
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Term Definition

disclosure; how the personal information will be hand
and protected; the time period for which the notig
statement is applicable; and under whose jurisdiction
authority the notice staterant is issued. This proce
should be carried outin accordance with an
requirements of jurisdictional legislation and regulatio

notice presentation

The process of presenting a notice statement tg
person.

organization

A legal entity that is not auman being (in legal terms
G2dzZNARAOIT LISNBR2Y£0®

organizational information

Information about an identifiable organization.

person

! Kdzyly oSAy3 o6Ay fS3l
Ay Of dzRA Y 3 AYAY 2NAE I VR
deemed to bepersons under the law.

personal information

Information about an identifiable person.

physical possession
confirmation

An identity verification method that requires physiq
possession or presentation of evidence t@ye that the
person or organization presenting the identity
informationis in control of the identity

preferred name

The name by which a person prefers to be inform
addressed.

presentation

Information derived from one or moreredentiak. The
data in apresentationis often about the sam8&ubject,
but the credentiab might have been issued
different Issuers.

primary name

The name that a person or organization uses for for
FyR €S8S3Ff LJz2N1}2asSa ol faz

{SS Ifaz2z aF2dzyRIGA2Y VYIY

relationshp

An association between two or more entities.

relationship attribute

A property or characteristic of an association betwe
two or more an entities.

relationship claim

A statement about an association that exists betwe
two or more Subjects. Relationship claim is expresse
by means of one or more relationship attributes.
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Term Definition

relationship continuity

The process of dynamically confirming that
relationship between two or more Subjects has
continuous existence over time.

relationship establishma

The process of creating a record of a relationg
between two or more Subjects.

relationship evidence
determination

The process adetermining the acceptable evidence of
relationship (whether physical or electronic)

relationship evidence
validation

The process of confirming that the evidence of
relationship presented (whether physical or electron
is acceptable.

relationship information
determination

The process adletermining the relationship informatiol
requirements

relationship information
validation

The process of confirming the accuracy of informat
about a relationship between two or more Subjects
established by the Issuer.

relationship maintenance

The process of ensuring that the information abou
relationship between two or more Subjects is accurs
complete, and ugo-date.

relationship reinstatement

The process of transforming a suspendediationship
back to an active state.

relationship revocation

The process of flaggingracord of a relationshi@s no
longer being in effect.

relationship suspension

The process of flagging record of a relationshipas
temporarily no longer in effect.

relationship verification

The process ofconfirming that the relationshig
information is under the control ahe Subjects

sex Refers to biological characteristics, such as male, fen
or intersex.
signature An electronic representation where, at a minimum: t

person signing the data can be associated with
electronic representation, it is clear thahe person
intended to sign, the reason or purpose for signing
conveyed, and the data integrity of the sign
transaction is maintained, including the original.
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Term Definition

signature checking

The process of@nfirming that the signature is valid.

signature creation

The process of creating a signature.

subject

An entity about which claims are asserted by an Issug

supporting infrastructure

The set of operational and technical policies, rules, a
standards that serve as the primary enablers afigital
ecosystem

trust framework

A set of agreed on principles, definitions, standar
specifications, conformance criteria, and assessn
approach.

trusted referee
confirmation

An identity verification method that relies on a trustg
referee to pove that the person or organizatio
presenting the identity informations in control of the
identity. The type of trusted referee and the
acceptability is determined by prograspecific criteria.
Examples of trusted referees include guarantg
notaries, accountants, and certified agents.

UNCITRAL

United Nations Commission on International Trade Ldg

UNCITRAL's mandate is to promote the progres|
harmonization and unification ohternational trade law
through conventions, model laws, and other instrents
that address key areas of commerce, from disp
resolution to the procurement and sale of goods.

user

{SS aK2f RSNEO®

verifier

An entity that accepts @resentationfrom a Holder for
the purposes of delivering services or administer
programs.

vital event

A significant discrete episode that occurs in the life s
of a person. By law a vital event must be recorded wi
government entity and is subject to legistan and
regulation. Examples of vital events are live bif
stillbirth, adoption, legitimation, recognition ¢
parenthood, immigration, legal residency, naturaliz
citizenship, name change, marriage, annulment
marriage, legal separation, divorce, ateath.
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Term Definition

witness

The output (e.g., a signature) of an atomic process (
signature creation, signature checking) that is contro
by an entity and which is used by that entity to sign a
of claims for the purposes of attesting to a set of facts
to verify a set of claims for the purposes of affirmati
of evidence.
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842
843
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4 APPENDIX B: IDENTITY MANAGEMENT OVERVIEW

This appendix provides a general overview of specific topics in identity management.
Additional information can be found in th&uideline on Identity Assuran¢&€BSd.,
2015].

4.1 Identity

4.1.1 Real-World Identity

ddentity is how we recognize, remember, and ultbelsg respond to specific
LIS 2 LJX S | ¥f Relpdiugrdcyuizefends, families, and threats; it enables
remembering birthdays, preferences, and histories; it gives us the ability to
respondto each individual as their own unique person.

Xhdz2NJ ARSyGAdGe A& O6ATIASNI GKFY 2dzNJ RAIAGL f
continue to exist independent of any digital representation. Digital identities are
simply tools which help organizations and individuals manage -veadld
ARSYyGAGE D¢

¢ A Pimer on Functional Identityy Joe Andrietf

4.1.2 Identity in Identity Management

Identity in the domain of identity management has a much narrower scope than real
world notions of identity. In identity management, identity is defined as a reference or
designaion used to uniquely distinguish a particular person, organization, or device.

An identity must be unigu. This means that each person and organization can be
distinguished from all other persons and organizations and that, when required, each
person andorganization can be uniguely identifiedhe uniqueness requirement
ensuresthat a program or servicean be delivered to a specific personorganization
andthat aprogram or servicés delivered to the right persoor organization

22The full text of the article can be found &ittp://bit.ly/FunctionalldentityPrimer

23 This isone of the requiremens for establishing an identity assurance level. See Appendix C of the
Standard on Identity and Credential Assurafid&S c., 2013]
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4.2 Defining the Population

In the Canadian contexthé universeof persons iglefined asall citizens and residents

of Canada (including deceased persons) for whom an identity has been established in
Canada The universe oforganizationsis defined asall organizations agistered in
Canada (including inactive organizations) for which an identity has been established in
CanadaThose person®r organizationghat fall within the mandate of a program or
service constitute the population of the program or service

In the public sector, the following are some examples of program/service populations in
Canada:

1 Persons who were born in Alberta

1 Persons who are required to file a federal income tax return

1 Persons who are licensed to drive in Quebec

1 Persons who arenilitary veterans

1 Persons who are covered by provincial health insurance in Ontario

1 Organizatios which arelicensed to cultivate cannabis Canada

1 Organizatios whichare required to register witlFINTRAC

1 Organizations which are licensed to d¢irhber in British Columbia

)l

Organizatios which are subject to the supervision othe Office of the
Superintendent of Financial Institutions

1 Organizations which are licensed to construct and operate oil and gas
facilitiesin Saskatchewan

4.3 Defining the Identi ty Context

In delivering their programs and servicgspgram/service providey operate within a
certain environment or set of circumstances, which in the domain of identity
management is referred to as the identity context. Identity context is determiogd
factors such as mandate, target population (i.€lients, customer base), and other
responsibilities prescribed by legislation or agreements.

24 The characteristics of a program/service population are a key factor in determining identity context. See
the next section.
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Understanding and defining the identity context assigtegram/service providexin
determining what identy information is required and what identity information is not
required. Identity context also assists in determining commonalities with other
program/service provides, and whether identity information and assurance processes
can be leveraged across cents.

The following considerations should be kept in mind when defining the identity context
of a given program or service:

1 Intended recipients othe program orserviceg recipients may be external to the
program/service provide(e.g, citizens, businesses, ngmofit organizations), or
internal to theprogram/service providefe.g, employees, departments)

Size, characteristics, and composition of the client population

Commonalities with otheprograms andservices (i.e.acrossprogram/service
providers)

Program/service providewith similar mandates

Use of shared serviceghere the shared service delivery context may differ from
the program context

4.4 Determining ldentity Information Requirements

A property or characteristic associatedth an identifiable persoror organizationis
referred to as andentity attribute or anidentity data elementExamples of identity
attributes for a personinclude name and date of birth Examples of identity attributes
for an organization includ&egal name and date of creation For any given program or
service, identity informatioris the set of identity attributes that is both:

1 Sufficient to distinguish between different persons organizationswithin the
program/service population (i.e.achieve the uniqueness requirement for
identity); and

1 Sufficient to describe the persaor organizationas required by the program or
service.

Identity information is a strict subset of the much broader set of information referred to

as either personal M2 NXY I GA2Y OGAYTF2NNIGA2Y | 02 dzi
2NBFYATFGA2Y T AYF2NNIGAZ2Y O6aAy F.Potdohali A 2y
information or organizational information that is collected and used for the specific
purpose of administering a program or delivering a service is referred fwagam
specificpersonal information oprogramspecificorganizational informatin. Program
specific personal information is usually restricted to the program and constrained by
privacy legislation to ensure consistent use for which it was collected (e.g., to determine
program eligibility) with a few exceptions
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When determining thedentity information requirementsfor a program or service,
program/service provider need to distinguish between identity information and
programspecific personal information, as these can oveflafor exampledate of
birth can be used to help achievidentity uniqueness (i.e.it is used as identity
information) ¢ but date of birthcan also be used as an age eligibility requiremeet, {t

is used as prograrspecific personal information)When overlap between identity
information and progranspeciftc personal information occurs, it is a good practice to
describe both purposes. This ensures that the use of identity information is consistent
with the original purpose for which the identity information was obtained and that it
can be managed separatelyr additionally protected by appropriate security and
privacy controlsProgram/service providerare advised to reduce the overlap between
identity information and progranspecific personal information as much as possible

4.4.1 I|dentifier

The set of identity #@ributes that is used to uniquely distinguish a particular person
organizationwithin a program/service population is referred to asidentifier. This set

of identity attributes is usually a subset of the identity information requirements of a
program or service.

Different sets of identity attributes may be specified as an identifier depending on
program or service requirements and, in some cases, legislatiwh regulation For
example, one program may specifilame and date of birth as the identifierset of
identity attributes. Another program may specif\lame date of birth and sexas the
identifier set of identity attributes. Yet another program may useaasigned identifiesf
(such as a health insurance number a business numbgras the identifier set of
identity attributes.

When determining the set of identity attributes to be used as an identifier, the following
factors should be considered:

1 Universality ¢ Every personor organization within the program/service
population mustpossess the identifier set of identity attributeldowever, &en
when an identity attribute is universal, widespread missing or incomplete values
for the identity attribute may render it useless as part of an identifier set. For
example, many dates of Ibir for persons born outside of Canada consist only of
the year or the year and the month.

2 This is usually not an issue for organizational information.

26 See the next section.
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1 Uniqueness¢ The values associated with the identity attributes must be
sufficiently different for each persoor organizatiorwithin the program/service
populaton that the personsor organizationswithin the program/service
population can be distinguished from one another. For example, date of birth
information by itself is insufficient to distinguish between persons in a
population because many people have ttzre birthdate.

1 Constancy¢ The values associated with the identity attributes should vary
minimally (if at all) over time. For example, having address information in the
ARSYGAFTASNI aSiG Aa LINRPoOofSYFHGAO o0SOldzaSs
times in their lifetime.

71 Collectability ¢ Obtaining a set of values for the identity attributes should be
relatively easy. For example, human DNA sequences are universal, unique, and
very stable over time, but they asomewhatdifficult to obtain.

Thesefour factors are not an exhaustive list. Another factor that might be considered is
whether the program or service has the legal authority to collect the identity attribute
Yet another factor might be the degree of invasiveness of collecting an idetitityuse
when other identity attributes might be sufficient for the purpogeg., DNAsamples

a4 K 2 dzf Rofléti@dwbes name would suffice).

4.4.2 Assigned ldentifier

It is generally agreed thatameand date of birthcomprise the minimum set of identity
attributes required to constitute an identififor a person Analyse¥ have shown that a
combination ofname (surname+ first given namég and fulldate of birthwill distinguish
between upwards of 96% of the persoimsany population. While adding other identity
attributes .g.,sex place of birth to the set provides some marginal improvement, no
combination of identity attributes can guarantee absolute uniqueness for 100% of a
given population.

Consequently, duectthe potential for identity overlap in whatever residual percentage
of the population remainsprogram/service providexy employ the use of aassigned
identifier. An assigned identifier is an artificial identity attribute that is used solely for
the purpcse of providing identity uniqueness. It consists of a numeric or alphanumeric
string that is generated automatically and is assigned p@rsonor organizatiorat the

time of identity establishment.

2’NASPQDPYV Project, Report of the IDPV Idenfgsolutio Project February 17, 2014
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However, before an assigned identifier can be assediatith a persoror organization
G§KS dzyAljdzSy SasaNRZFNH K BéniitgS\iitinzhyg @ivant population
must first be establishedi.€., identity resolution must be achievefsee the next
section]) through the use of other identity attoutes €.g.,name date of birth etc.).
Therefore, the use of an assigned identifier does not eliminate the need for traditional
identity resolution techniques, but it does reduce the need to a -tme only
occurrence for each persasr organizatiorwithin a population.

Once associated with a persoar organization an assigned identifier uniquely
distinguishes that persoor organizationfrom all other personr organizationsn a
population without the use of any other identity attributes. Exampldsassigned

identifiers include birth registration numberspusiness numbersRNA FSNDR& t A O

numbers, social insurance numbers, and customer account numbers. The following
considerations apply to the use of assigned identifiers:

1 Assigned identifiers may be kept internal to the program that maintains them.

1 Assigned identifiers maintained by one program may be provided to other
programs so that those programs can also use the assigned identifier
distinguish between different pepbns or organizations within their
program/service populationhowever, there may be restrictions on this practice
due to privacy considerations or legislation.

1 Certain assigned identifiers may be subject to legal and policy restrictibith
may vary bewveen sectors and jurisdictiong-or example, the Government of
Canada imposes restrictions on the collection, use, retention, disclosure, and
disposal of the social insurance number.

4.5 ldentity Resolution

Identity resolution is defined ashé establishment bthe uniqueness of a persoor
organization within a program/service population through the use of identity
information. A program or service defines its identity resolution requirements in terms
of identity attributes; that is, it specifies the set ofidtity attributes that is required to
achieve identity resolution within its population. Since the identifiehis et of identity
attributes that is used to uniquely distinguish a unique and particular person
organizationwithin a program/service pagation, the identifier is the means by which
identity resolution is achieved.
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4.6 Ensuring the Accuracy of Identity Information

Identity information must be accurate, complete, and up to d&téAccuracyensures
the quality of identity information. It ensugethat the information represents what is
true about a persorr organization and that it is complete and up to date.

For identity information to be considered accurate, three requirements must be met:

1 The identity information is correct and up to datddentity information, due to
certain life eventsd.g., marriage), may change over time. Ongoing updates to
identity information may be required; otherwise, it becomes incorrect.

1 The identity information relates to a real persormr organization Identity
information must be associated with a person organizationwhich actually
existsor existed at some point in time

1 The identity information relates to the correcperson or organizationin large
populations, personsr organizationsmay have the samer similar identity
information as other personr organizations While the requirement for
identity uniqueness addresses this issue, the possibility of relating identity
information to the wrong persolr organizatiorstill remains.

It is the responsility of program/service providex to ensure the accuracy of the
identity information that is used within their programs and services. The accuracy of
identity information can be ensured by using an authoritative source. Therevawe t
methods by which thisan be achieved:

1 On an as needed basis, request the identity information from an authoritative
source. This process is referred toidsntity information retrieval For example,
I LISNBE2YyQa LI OS 2F O0ANIK YA 3federalo S
registry of persons born abroad

1 Subscribe to a notification service provided by an authoritative source. This
process is referred to amlentity information notification For example, death
notifications might be received from a provincial vsédtistics registry

These methods can be used independently or in combination, and an effective strategy
usually requires the use toth.

If ensuring the accuracy of identity information by means of an authoritative source is
not feasible, other methodsmay be employed, such as corroborating identity
information using one or more instances of evidence of identity.

28 This isone of the requiremens for establishing an identity assurance levElee Appendix C of the
Standard on Identity and Credential Assurafid&S c., 2013]
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5 APPENDIX C: PERSONS AND ORGANIZATIONS

This appendix providesome additional background information on the nature of
persons andrganizations from a strictly legal perspective

5.1 Legal Entities

In law there are of two kinds of legal entities: human beings which are knowatasal
persongalso calleghysical persons and nonrhumanjuridical persons ¢ also
calledjuridic personguristic persongartificial personslegal persons orfictitious
persongLatin:persona fictd ¢ such as a corporatiora firm, a business or noibusiness

group, ora government agency, etc., that are treated in law as if they were natural
persons. Notehowever, that the use of the teriegal persorto represent only a non
humanlegal entity is incorrect. In lavboth human and nofhuman legal entities are
recognized as legal persons that have certain privileges and obligations such as the legal
capaciy to enter into contracts, to sue, and to be sued.

Human beings acquiréegalpersonhoodvhen they are borrfor even beforefi.e., a
foetus] in somejurisdictions). Juridical persons acquire lggalsonhoodwhen they
areincorporatedin accordance with l&. The termlegal personalitys used to describe
the characteristic of having acquired the statudegal personhood.

Legal personhood is a prerequisitelégal capacity.e., the ability of any legal person to
transact énter into, amend, transfer, etc) rights andbligations. For example,
ininternational law legal personality is a prerequisite for iaternational
organizationto be able to sigmnternational treatiesn its ownname.

5.2 Juridical Persons

Ajuridicalperson has #&gal nameand has cedrin rights, protections, privileges,
responsibilities, andiabilitiesin law, similar to those of matural person. The concept of
a juridical person is a fundamentabal fiction It is pertinent to thephilosophy of law,
as it is essential to laws affting a corporation (i.e., corporataw).

Juridical personality is the characteristic of a diming legal entity regarded by law to
have the status ofegal personhood.

Juridical personhood allows one or more natural persamsversitaspersonarum to

act as a single entitya(body corporate) for legal purposes. In mguagisdictions,
juridical personality allows that entity to be considered under law separately from its
individual members (for example in a company limited by shareshéseholders)A
juridicalpersonmaysue and be sued, enter contracts, incabt, and owrproperty. A
juridicalpersonmay also be subjected to certain legal obligations, such as the payment
of taxes. An entity withjuridical personality mayshield its nembersfrom personal
liability.
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In somecommon law jurisdictiona distinction is drawn between @orporation
aggregate(such as a company, which is composed of a number of members) and
acorporation sole which is a public office éfgal personality gearated from the
individual holding the officeHistorically most corporations sole were ecclesiastical in
nature (for example, the office of th&rchbishop of Canterbung a corporation sole),

but anumber of other public officeare now formed as corpations sole.

The concept of juridical personality is not absolute. "Piercing the corporate veil" refers
to looking at the individual natural persons actingagentsinvolved in acompany
actionor decision This may result in a legal decision in whicle thights or duties of a
corporation orpublic limited companwre treated as the rights or liabilities of that
corporation's members odirectors.

5.3 History of Juridical Persons

The concept of legal personhood for organizations of people (juridical persoiji® at
least as old asncient Rome: a variety obllegial institutionsenjoyed the benefit
underRoman law.

The doctrineof juridical personhood has been attributed Rope Innocent IV who
helped to spread the idea opersona ficta. Iitanon law, thedoctrine ofpersona
fictaallowed monasteries to have a legal existence that was apart from the monks,
simplifying the difficulty in balancing the need for such groups to have infrastructure
though the monks themselves took vows of personal poverty. Anatffect of this was

that as a fictional person, a monastery could not be held guiltgetitt?® due to not
having a soul, helping to protect the organization from fommtractual obligations to
surrounding communities. This effectively moved such ligbtlb individuals acting
within the organization while protecting the structure itself, since individuals were
considered to have a soul and therefore capable of being guilty of negligence.

In the common law tradition, only a natural person could sueasbed. This was not a
problem in the era before théndustrial Revolution, when the typical business venture
was either asole proprietorshipr partnershipc the owners were simply liable for the
debts of the business. A feature of the corporation, hoemvis that the
owners/shareholders enjoyelimited liability ¢ the owners werenot liable for the debts

of the company. Thus, when a corporation breached a contract or broke a law, there
was no remedy, because limited liability protected the owners anel t¢brporation
wasn't a legal person subject to the law. There was no accountability for corporate
wrongdoing.

2 Delict is a term imivil law jurisdictiongor acivil wrongconsisting of an intentional or negligent breach
of duty of carethat inflicts loss or harm and which tggrslegal liabilityfor the wrongdoer.
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To resolve this issue, the legal personality of a corporation was established to include
five legal rights: the right to a common treasury oresh (including the right to own
property), the right to a corporate seal (i.e., the right to make and sign contracts), the
right to sue and be sued (to enforce contracts), the right to hire agents (employees), and
the right to make bytaws (seHgovernancg.

Since the 19th century, legal personhood of an organization has been further construed
to make it a citizen, resident, or domiciliary of a state. The concept of a juridicsbrper

is now central toNestern lawin bothcommonlaw and civiHlaw countries, but it is also
found in virtually every legal system.

5.4 Examples of Juridical Persons
Some examples of juridical persons include:

1 Corporation A body corporate created by statute or charter. A corporation
aggregate is a corporation constitutedy two or more natural persoms.
Acorporation solds a corporation constituted by a singhatural person in a
particular capacity, and that person's successorthe same capacity, in order to
give them soméegal benefitor advantage, particularly that of perpetuity, which
a natural person annot have. Examples of corporations sole are a religious
officiant in that capacity, orhe Crownn the Commonwealth €alms. Municipal
corporations(municipalities) are "creatures statute". Other organizations may
be created by statute as legal persons includiugopean economic interest

groupingsSEEIGs

1 Partnership An aggregate of two or moreatural persons to arry on a business
in common for profit and created by agreemefitaditionally, partnerships did
not have continuing legal personality, but many jurisdictions now treat them as
havingsuch

1 Compaly: Aform of business associaticdhat carries on an indusal enterprise

A company iften a corporation, althougha compary may take other forms,
such asatrade union,anunlimited compa, a trust, or afund. A imited liability
compary ¢ whether it is aprivate company limited by guarantea, private
company limited by shares, @ public limited companyg is a business
association having certain characteristics of both a corporation and a
partnership. Different typesf companieshave a complex variety of advantages
and disadvantages

1 Cooperativgco-op): A business organization owned and democratically
operated by a group of natural persons for their mutual benefit

1 Unincorporated association: An aggregate of two or more natural persons which
are treated as juridical persons in sofueisdictions but not others
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1 Sovereign stateare juridical persons

1 In theinternational legal system, various organizations possess legal personality.
These includentergovernmental organization®.g., the United Nations,
the Council of Europe) @hsome otheinternational organizationgncluding
the Sovereign Military Order of Malta,raligious ordey.

1 TheEuropean UniofEU) has had legal personality since Lisbon
Treatyentered into force on Decembdr, 2009. That the EU has legal persatyal
is a prerequisite fothe EU to join the European Convention on Human Rights
(ECHR). However, in 2014, the EU decided not to be bound by the rulings of
the European Court of Human Rights

1 Temples, in some legal systems, have separate legal personality

Not all organizations have legal personality. For example, the board of directors of a
corporation, legislature, or governmental agency typically are not legal persons in that
they have no ability to exercise legal rights independent of the corporatropolitical

body of which they are a part.

5.5 Legal Entity Information

In Canadathe treatment and handling of personal information (information about an
identifiable person) andrganizationalinformation (information about an identifiable
organizatior) differs significantlyThis is shown in the following table:

Legislative and Scope and Application
RegulatoryProvisions Personal Information Organizational Information
Privacy All N/A

Protection All Some

From this table it can be seen that whereas all personal information is subject to privacy
and protection guarantees, organizational information is not considered private but
some organizational informatiomay be protected by confidentiality agreements.
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6 APPENDIX D: RELATIONSHIPS OVERVIEW

6.1 Types of Relationships

6.1.1 Balanced Relationship

A balanced relationship is a relationship where the entities are equals (e.g., spouses in a
marriage, partners in a business, corporations in a joint venture).

Balanced

Entity, -
'| Relationship

(Equal)

Entity,
(Equal)

Figurell: The Balanced Relationship Model

6.1.2 Agency Relationship

An agency relationship &sspecial case of a balanced relationshigere the entities are

equals, but where one entity (the principalppoints another entity (the amt) to act

2y 0KS LINAYOALI fQa O0SKFEEFT F2NJ I aALISOATASR
firm filing taxes for a corporation)

Entity, Agency Entity,
(Principal) '| Relationship (Agent)
Figurel2: The Agency Relationship Model
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The relationship between a principal and agent is acontractualone. Therefore, rights

and duties of the agent and principal are in accordance with the agency contract. To
establish an agency, there must be consent of both the principal and the agent,
although such consent may be implied rathkah expressed.

The authorization by which the principal appoints another as an agent and confers upon
the agent the authority to perform certain acts on behalf of the principal can be any
type of contract or agreement. Hiring a real estate agent, an adgyan administrative
assistant are all forms of agency establishment.

6.1.3 Directed Relationship

A directed relationship is a relationship where the entities are not equals (e.g., parent to
child, parent corporation to subsidiary, employer to employee).

Entity, | Directed | Entity,
(Parent) | Relationship | (Child)

Hgure 13: The Directed Relationship Model
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6.2 Relationships within an Organization

The relationships between the atomic entities (persons) that exist within a compound
entity (an organization) can form a complex network. Each waatip in the network
can be identified as either a balanced or a directed relatior®8hiphis is illustrated in
Figurel4.

Compound Entity (Organization)
Atomic Atomic
Entity, *»| Relationship, [« Entity,
(Person) (Person)
Atomic
Entity, » Relationship,
(Person)

Figurel4: An Internal Relationship Network within an Organization

30 Agency relationships can exist within an organization, but they are probably rare. It might be argued
that a manager could be viewed as the principal and their subordinate as the agent. However, when
analyzed clodg this example of an agency relationship probably acquires the entity inequality aspect of a
directed relationship and should be considered as such.
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1247 6.3 Interactions between Entities
1248 Relationships between entities must be differentiated from interactions between
1249 entities (i.e., transaction execution). Only atomic entities can directly interact with one
1250 another. A compound entity can only interact with other entities (eitheonaic or
1251 compound) by means of the atomic entities contained within it. This is illustrated in
1252 Figurelb.
1253
Transactions
Atomic ¢ > Atomic
Entity, Transactions Entity,
(Person) |« (Person)
Compound Entity, Compound Entity,
(Organization) (Organization)
Ml - 0
i Internal Relationship : i Internal Relationship :
I Network I I Network I
| 1 I | 1 1
1 : I I : 1
| |
| Atomic : [e—" Atomic :
I Entity, | Transactions I Entity, |
: (Person) [t : »  (Person) I
| |
S - S -
1254
1255
1256 Figurel5s: Interactions between Entities
1257
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6.4 Organization to Organization Relationships

Compound entities such as organipais can have relationships with other
organizations and the network that these relationships form can be fairly complex.
Moreover, these networks often contain all three types of relationships and as a result
an organization might take on more than ondatgonship role. This is illustrated in
Figurel®6.

Org; (Parent) > Directed [ Org, (child)
Relationship
Ol'gl(EquaI} Orgz(PrincipaI)
Balanced Agency
Relationship Relationship
b F 3
Ol‘gg(EquaI) Org4 (Agent)
Directed Transactions
. . « » Org;
Org; (parent) » Relationship | Org, (child)
Figurel6: Organization to Organization Relationships
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7 APPENDIX E: CREDENTIALS OVERVIEW

7.1 What is a Credential?

The foundation of any transaction is trust. Trusbislt on the assurance that any claim
made by a transacting entity can be relied on as being true. As examples, a transacting
entity may need to confirm the identity of the entity with which it is transacting,
whether that entity has the authority to condti a certain activity, or whether that
entity owns a particular asset.

Over the centuries an array of credentials have been developed and issued to entities in
order to solve the trust problem between entities.cfedentialis an assertiott of
identity, qualification, competence, authorityrights, privileges, permissions, status,
eligibility, or asset ownershifor a combination of these) that is issued by one entity
(the Issuej to another entity (theHolde). The Issuer either possesses the de jure
authority to issue the credentiafr is granted through convention and consensus the de
factoauthority and assumed competence to issue the credential.

Credentials contain the attributes of en@s (the Subject). These attributes are a
combination of identiy attributes (in particular, identifier8j and nonidentity attributes
which may include relationship attributeExamples of noidentity attributes include
education levels (e.g., a university degree in engineering), permission to operate a

motor vehid S 6S®3I P> || RNAGDGSNNRE €t A0SyasSox Ayoz2yYS
company

! ONBRSYGALFf YIe O2y@Seée &aAYLX S AYyTF2NNIGAZ2Y
O2N1LIR NI GA2yQa NBIAAOGNIGAZ2Y &adlddza Ay |+ 3IAAGS

information such as a university transcript or an employment history. Credentials help
FyagSNI [jdzSatAzya adzOK |ay aaAa GKAA LISNER2Y L
LISNB2Y YSSG GKS NBIdZANBYSyidia ySSRSR G2 NBOS)
this busnesst A OSy aSR (2 Odzi GAYOSNI AYy .. NARGA&AK [/ 2fd
F2NJ I ayYltf odzaAySaa f2FyKe

31 For discussion: assertion vs. attestati@Ra K2 dzf R G KA & NBIFRY al ONBRSYyGALl
FGdSadadriAazy 2FXEKD

32 A pseudonymous credentiglak.a. an anonymous credentialis acredential that, while still
making an assertion about the attributes oh antity, does not reveal theentity's identity. A
credential may contain identity attributes (such as an assigned identifier) but still be treated as a
pseudonymouscredential if the identity attributes are not intended to be used for identity
resolution purposesPseudonymouscredentials provide entities with a means to prove statements
about themselves and their relationships with other entities while maintaining their anonymity.
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7.2 Types of Credentials

The following is list of the many types of credentials that exist:

1 Citizenship and Legal Residency Creden{&ls., birth certificate, citizenship
certificate, permanent residence certificate, passport)

1 Service Enrolment Credentials (e.g., P/T health services card, private health
insurance card, private dental services insurance card, private travel
insurance cat, loyalty reward program card, group or club membership
card)

1 Operator Licensing Credentials (e.g., automobile driver's licence, heavy
SljdzA LIYSy & 2LISNY G62Nna t A0SyoO0So

1 Business Credentials (e.g., licences, permits, inspection certificates, product
claims)

1 Hnancial Services Credentials (e.g., bank debit card, credit card)

1 Asset Ownership Credentials (e.g., motor vehicle registration, deed to a
property, proof of motor vehicle insurance)

1 Academic Credentials (e.g., diploma, degree, certificate, certificaionool
transcript)

1 Employment Credentials (e.g., proof of employment, proof of salary)

1 Trade or Professional Membership Credentials (e.g., Union of Electricians,
Musicians Union, Law Society of Ontario)

1 Diplomatic Credentials (e.g., ambassadorial lettafrgntroduction)

91 Journalist Credentials (e.g., press pass)

1 Security Clearance Credentials (e.g., information access, building access pass)

1 Authentication Credentiaf$ (e.g., user name/password combination)

33 Information systems commonly usauthentication credentialsto controlaccess to information
applications,or other systemresources. The classic combination of a user's account number or name
coupled with a secret password (theuthenticato) is a widely used example of authentication
credential. Someinformation systems use othdorms of authenticators,suchasbiologicalcharacteristics
(e.g.,facial photo fingerprints,voice,retinas) orpublic key certificates.
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7.3 Documentation of Credentials

The Holder of @redential is usually given some form of documentation as proof of the
credential. For many years credential documentation consisted mainly of a piece of
paper or a plastic card. Over time authentication features (including electronic
authentication featwes) were built into the plastic card. Increasingly today credentials
are being issued in an electronic form.

7.4 The Credential Model

Credential

Container

Content

Witness

Figurel7: The Credential Model

A credential is composed of three components:

f Content: a set otlaims
1 Container: documentary proof of the credential
f Witness: an attestation to the content
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1343 7.5 Claims Assertion
1344

1345
1346

1347
1348 Figurel8: Claims Assertion about an Entity

1349
1350 Subject an entity about which claims are asserted bylssuer.

1351 Entity Claim a statement about a Subject. An entity claim is expressed by means of one
1352 or more entity attributes.

1353
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